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Background

Under TEA-21, the Federal Highway Administration (FHWA) anddtal Transit Administration (FTA)
issued mandates that required regions implementing ITS ptojéetve an ITS architecture in place by
April 2005. Thereafter, all ITS must have conformance to themagiTS architecture to be eligible for
federal funding. Under SAFETEA-LU, a new federal law requiRegional ITS Architecture to
incorporate security elements to the National ITS Architecin order to fulfill the needs of increasing
complicated society and its threats. The updated Regional i€l§itécture seeks input from security
related agencies, such as local law enforcement, locagen®r and heath agencies, including offices of
emergency services. This document will serve as a suppléonttr@ adopted Regional ITS Architecture
to incorporated new security elements required by federal mandate.

The Regional ITS Architecture is an important tool to organiferination and mobilize resources. It
will be used by:

Transportation operating agencies to recognize and plan for treatfgor integration
opportunities in the region.

Planning Agencies to better reflect integration opportunitied operational needs into the
transportation planning process.

Security, Emergency Response, and other organizations and indivicatls use the
transportation system in the SCAG region.

The Regional ITS Architecture provides an overarching framewat spans all of these organizations
and individual transportation projects. Using the architecture, eaclparéatson project can be viewed as
an element of the overall transportation system, providingiligi into the relationship between
individual transportation projects and ways to cost-effelgtibaild an integrated transportation system
over time.

Southern California Association of Governments’ (SCAG) ITS, Other Rsources, and Stakeholders

SCAG's ITS Architecture Update for Transportation Security glesia framework and vision for the

future deployment of ITS applications through the six county regiosi:Angeles, Orange, Ventura, San
Bernardino, Riverside, and Imperial counties. It incorporditesexisting and planned ITS projects, and
sets a framework for stakeholders to plan their systetieilong term but allows the flexibility to break

out their system into small and modular components that could be implemefuadiag permits.

This regional ITS architecture supplement incorporates isg@iements to the 2004 SCAG regional
architecture at the regional level. As mentioned above ederdl law requires, Metropolitan Planning
Organizations (MPOSs) to improve the capabilities of local eounty governments to protect its region’s
transportation systems and critical infrastructure, as ageto enhance the overall level of preparedness
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for responding to harmful incidents or disasters. The region’s intelligergportation system is a critical
infrastructure element that is to be protected, but @ &lsx resource that enables the protection of other
critical infrastructure elements.

The threats of crime, terrorist activity, and natural disastey generate casualties and injuries, damage
and destruction of property and infrastructure, economic impacts, gmificsint disruption of daily life.
The transportation sector, as other critical sectors oftthmtry, is continuously striving to improve
prevention, preparedness, response, recovery, and mitigation capabiéitide\ats of society.

The Southern California is a vast region comprised of 38 thouspratesmiles and over 18 million
persons. It has one of the worlds’ largest and most dynamic econdisiestesult, the region has a vast
and complicated transportation infrastructure consisting thousdndges of freeways and road miles,
three important seaports, a regional aviation system, and numeppgtag systems. Not surprisingly,
the region has a myriad of stakeholders representing variouseseand interests needed to maintain the
safe, efficient, and secure movement of people and goods medlm. These stakeholders consist of
cities, counties, sub-regional council, transportation commisstoassportation authorities, Caltrans
districts, ports, airports, transit operators, toll road autbsritinternational ports of entry, law
enforcements, fire departments, and offices of emergency mansigeme

Southern California’s ITS Needs and Operation Concepts

Under federal law, SCAG like other of the country’s MPOgeiguired to take an active role in regional
security transportation planning. It is to define securaypgportation planning as mandated by federal
mandate and not hinder the activities of existing emergeta&etsolders but rather assist them in the
policy arena and situational awareness through a vast repasitdata and information on the region.
SCAG aims to improve the capabilities of local and countyeguwents to better protect its region’s
transportation systems and critical infrastructure, as ageto enhance the overall level of preparedness
for responding to harmful incidents or disasters. In section 5eofTth Architecture Supplement, there
are details of SCAG’s ITS security vision statementtfa 2008 RTP. The vision elements described
include:

SCAG's role in Security

SCAG'’s Facilitator Role

SCAG's role in Regional Security Planning

SCAG's role in Regional Preparedness

SCAG's role as a Promoter of Regional ITS Solution

SCAG's role as a Regional Provider of Data and Information
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Regional ITS Project Sequencing

The regional ITS architecture is implemented through many theiVil TS projects that occur over years,
or even decades. An important step of the Regional ITS ectlmal development, is to identify a
sequence of ITS projects that will contribute to the integraegional transportation system. It also
entails consensus building and setting priorities that show how Bj&cfs can build one another. Since
these ITS projects are regional in concept, they generally represdnigjiest stages of ITS development,
i.e. Caltrans interfaces represent the integration of elathange between the four (4) Caltrans District
systems. In section 8 of the ITS Architecture Security Supgig, it contains the listing of projects for
Southern California Regional ITS Architecture by title, markeackage, Stakeholder(s), simple
description, and the expected timing (S= short term, M=medium, texlong term). All projects are
listed irrespective of whether or not they will be funded through federatesau

Project Standards and Considerations

Although 2004 SCAG Regional ITS System Architecture already sseideand highlighted relevant
standards for transportation and related systems, the ajaplicdtspecific security considerations are
new and a consequence to the threat environment to the region’s transportatstruaténe. Hence, it is
important to consider the relationship these and emerging stisndave in light of the application of
specific security considerations to the regional architect@ection 9 highlights standards and related
considerations drawing largely on documentation prepared for thensdlatTS Architecture, including
“National ITS Architecture Security,” prepared by the ArchiteetDevelopment Team (May 2007).

Architecture Maintenance and Agency Agreements

As with the 2004 ITS Architecture, this supplement recommends tri-annual upmlatesdinate with the
RTIP process as required by region’s counties, and interim submisk changes are also facilitated.
Section 10 details Southern California Regional Architectureteraance plan in order to enable these
procedures to be simple, flexible and easy to follow and allow thetecture documents to be modified
to reflect both political and technological developments.

As required by federal mandate, the region’s transportatiorearaigency stakeholders (agencies and
organizations) must have agreements to implement the integratithe Regional ITS Architecture.
These agreements (existing or new) are required for operatichgling at a minimum those affecting
ITS projects interoperability, utilization of ITS relatadredards, and the operation of the projects. These
requirements are to provide a list of agreements and nagtteements themselves; since, experience
shows that it takes an actual project deployment to initiegeagreements process. Section 11 of this
document details the agency agreements for the Regional ITS Atatétec
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The purpose of this study is to define the role of the Southeifoi@& Association of Governments
(SCAG) with regards to improving the capabilities of local and cogoternments to protect its region’s
transportation systems and critical infrastructure, as ageto enhance the overall level of preparedness
for responding to harmful incidents or disasters.

Metropolitan Planning Organizations and Security

Metropolitan Planning Organizations (MPOs) play important rdl@®ughout the United States,
primarily in the development of regional transportation infragtire and planning. At the state level,
MPOs take additional responsibility for the public welfare ofirthgrisdictions, such as developing
crucial base and horizon year socio-economic data for planning purppeemlized research (like the
Regional Housing Needs Assessment), intergovernmental revawsother public benefit planning
practices.

Prior to the September 11, 2001 terrorist attacks on the UnitggéesSthere was not any single incident
that impacted transportation facilities as result of @nat consequence. These events also created a
new awareness of the vulnerabilities of transportationsflaed facilities. Although natural disasters
such earthquakes and hurricanes have produced significant regfienalties and property damage, none
had the serious disruption to national travel and national econothye &eptember 11 terrorist attacks.
As concern about the threat of terrorism and consequences of niigastérs has grown, government (at
all levels) has taken new measures to securing the wedfaits citizens. Hurricane Katrina and other
natural disaster have also brought attention to how criticalgemey preparedness is to response and
recovery after catastrophic events. Transportation andttegencies throughout the United States are
taking increasing steps to protect their facilities agahesthreats of crime, terrorist activity, and natural
disasters. These events generate casualties and injurreagedaand destruction of property and
infrastructure, economic impacts, and significant disruption oy dife. The transportation sector, as
other critical sectors of the country, is continuously striviogimprove prevention, preparedness,
response, recovery, and mitigation capabilities at all lexfed®ciety. As is discussed below, MPOs can
play a significant role in promoting preparedness and recovery cagabiliti

Federal Mandate

Transportation safety and security emphasis is reflectéteirrecent transportation authorization bill,
known as SAFETEA-LU (Safe, Accountable, Flexible, Efficierarigportation Equity Act — A Legacy
for Users), signed into law on August 10, 2005. SAFETEA-LU authorikes Rederal surface
transportation programs for highways, highway safety, and tremsihe 5-year period, 2005-2009. It
specifies that MPOs will conduct a metropolitan planning psodkat provides for consideration of
projects and strategies that will ‘increase the sacofithe transportation system for motorized and non-
motorized users’.
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The Federal Highways Administration released a Final Rule relateglitdgtpretation of SAFETEA-LU,
noting that the metropolitan transportation planning process should bistennhsvith the Strategic
Highway Safety Plan, and other transit safety and secplétyning and review processes, plans, and
programs, as appropriate. Effective March 16, 2007, under fe@devalMPOs are now tasked with
addressing elements of security in their transportation plans and encouragedaaegional role in their
jurisdiction.

With the federal government’s continued focus on transportationityectipassed the transit security
funding law, the National Transit Systems Security Act of 2007, igiray $3.4 billion for the
improvements of U.S. mass transit security (over the fisaisyof 2008 to 2011). It was signed into law
on August 3, 2007 and will appropriate funds as follows:

$650 million for fiscal 2008;

$750 million for fiscal year 2009;
$900 million for fiscal year 2010; and
$1.1 billion for fiscal year 2011.

This funding allows for procurement of equipment related to #lawee, communication, emergency
response, and automated vehicle locator (AVL) type systems.

The Southern California Association of Governments (SCAG) diad)i Intelligent Transportation
Systems (ITS) Architecture is a roadmap for transportatistes)s integration in the six county region in
Southern California (Los Angeles, Orange, Riverside, San BBnea Ventura, and Imperial Counties).
The ITS architecture was developed through a cooperatiog bff the region's transportation agencies
and deployed in 2005. It was to satisfy the conformity requiremstablished in the Transportation
Equity of Act for the 21st Century (TEA-21) and continued in the S&fcountable, Flexible, Efficient
Transportation Equity Act: A Legacy for Users (SAFETEA)LUJUnder TEA-21, the Federal Highway
Administration (FHWA) and Federal Transit Administration (HTigsued mandates that required regions
implementing ITS project to have an ITS architecture in pbgcépril 2005. Thereafter, all ITS must
have conformance to the regional ITS architecture to be eligiblederdiefunding.

The development of the Regional ITS Architecture was one afnthst important steps in planning for
and implementing ITS in the Southern California region. It prevideshared vision of how each
agency’s systems will work together in the future, enagingainoperability, identifying standards,
sharing information and resources to provide a safer, moréeeffi@and more effective transportation
system for travelers in the region. The Regional ITS Aechitre also sets a framework for stakeholders
to plan their systems in the long term but allows theibilbty to break out their system into small and
modular components that could be implemented as funding permits.
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Security elements have been added to the National ITS Archigemn order to fulfill the needs of
increasing complicated society and its threats. The updagidriReITS Architecture seeks input from
security related agencies, such as local law enforcement, Departnitorhefand Security, and Office of
Emergency Services. This document will serve as a supplement to theda®egienal ITS Architecture

to incorporated new security elements required by federal mandate.

The Regional ITS Architecture is an important tool to organiferination and mobilize resources. It
will be used by:

Transportation operating agencies to recognize and plan for treatfgor integration
opportunities in the region.

Planning Agencies to better reflect integration opportunitied operational needs into the
transportation planning process.

Security, Emergency Response, and other organizations and indivichetls use the
transportation system in the SCAG region.

The Regional ITS Architecture provides an overarching framewat spans all of these organizations
and individual transportation projects. Using the architecture, eaclparéatton project can be viewed as
an element of the overall transportation system, providingiligi into the relationship between
individual transportation projects and ways to cost-effelgtibeild an integrated transportation system
over time.

In this supplement, the National ITS Architecture Version s6 utilized and latest version of
TurboArchitecture™ database employed, Version 4.0. The Rega@uohltecture and its market
packages are detailed in a subsequent section of this docunsdmiv, Bigure 1-1 depicts the SCAG ITS
Architecture approach. It takes a hierarchical approach imenfational ITS Architecture provides the
source of the structure for the regional and county architedocuments. This framework also
incorporates existing and planned transportation projects and provides a path foojeets to follow as
they conceived, designed, and deployed.
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Figure 1-1 - SCAG ITS Architecture Approach Diagram

SCAG Regional Architecture l

The Southern California Regional ITS Architecture was coraglet 2005. It provides a framework and
vision for the future deployment of ITS applications through theaimnty region: Los Angeles, Orange,
Ventura, San Bernardino, Riverside, and Imperial counties. Thenetgarchitecture incorporates the
existing and planned ITS projects, and provides a path to be follasvedw projects are conceived,
designed, and deployed. This regional ITS architecture supplencenparates security elements to the
2004 SCAG regional architecture at the regional and sub-regional levels.

9

This document is organized into eleven primary sections:

Section 1 — Introduction: This section introduces the project &ulisses the scope of the updated
SCAG Regional ITS Architecture.
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Section 2 — Regional Description: A description of the region enttansportation system is given to
provide context for the development of the Southern California Regional I'ftéatuire.

Section 3 — Regional Stakeholders: This section identifiesetlienal stakeholders, including traditional
transportation organizations, local law enforcement, and gamey responders, particular entities
involved in catastrophic incidents.

Section 4 — ITS Inventory: A inventory approach is taken to document the regin’s IT

Section 5 — ITS Needs and Operation Concepts: This section addi&Sseseds, services to cover those
needs, and operational concepts.

Section 6 — Function Requirements: Functional requirementssadilTS which entail defining the
agencies’ roles, needs, services and market package to continue devdlSpegvices.

Section 7 — Information Flows and Interface Requirements: Thitoseoutlines a framework view to
integrate systems that benefit by sharing data.

Section 8 — Project Sequencing: This section provides a seqokhic® projects that will contribute to
the integrated regional transportation system envisioned for tleareg

Section 9 — Identification of Required Standards: This sectiamtifides the required standards for the
Regional ITS Architecture, as required by federal rule.

Section 10 — Architecture Maintenance: A discussion on the agptoamaintaining the Regional ITS
Architectures is detailed in this section.

Section 11 — Agency Agreements: As mandated by federal ruleagedements (existing or new)
concerning ITS are identified in this section.
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The SCAG is the federally designated Metropolitan Plannin@@zgtion for six counties in southern
California: Imperial, Los Angeles, Orange, Riverside, SamBrdino, and Ventura Counties. It covers
the largest MPO area in the country, consisting of 34,000 sqularetime equivalent of the state of Ohio.
SCAG has a vast geographic area ranging from coast line, mmugderrain, to expansive deserts. It
also has densely populated urban centers, as well as desoddreas. Los Angeles County is the most
populous county in the nation and San Bernardino is the largest inrksand &he region’s topographic
diversity and large land mass extends its borders to Arizona, Nevadagaimb M

The SCAG region includes 187 cities, constituting the nation'sneetargest MPO by population with
18.6 million persons. It is almost half of California’s populatiote BCAG region also remains of one
the largest economic engines in the United States. It wouldl@hkf it were an independent nation.
Southern California faces numerous challenges to maintainimgptsrtant role in the country and the
world; including the ability to prevent, or recover from, catastiopvents. Possible threats to the region
include natural disasters, terrorist and criminal activities pamdlemic outbreaks.

SCAG is primarily responsible for transportation planning and pnagpiag for the six county region. It
collaborates with the California Department of Transportati@alt{ans), county transportation
commissions, and other agencies in the Region that perform tratgpomplanning and analyses and
other related activities. The Southern California’s Regidhdl Architecture has been developed and
deployed by SCAG in 2004. In the following, this document updates therRRédics Architecture to
incorporate new federally mandated security elements. It bacarremendous challenge to effectively
implement an infrastructure because of the region’s immense sizesityivend complexity.

Financial constraints, lack of suitable lands, and environmenfadt issues have challenged options to
increase roadway capacity through construction. Hence, transporéfimancies are sought through
new technologies, more specifically Intelligent Transportatistesn (ITS). ITS solutions are also being
employed to improve safety, and now considered an option to agkistewurity concerns. The region’s
ITS architecture is a structured view of the world of transporte¢echnology and is intended to help
optimize the benefit of individual investments, in order to tedipe on years of previous investment in
transportation technology by identifying the interfaces and phtitswill make it possible to integrate
many systems in the future. Sharing information in this egrages the value of original investments
many times over while promoting the efficiency of regiomahgportation operations. Today, security
elements have been added to ensure the region’s transportatiem syperates safety and efficiently
without major incident.

The Southern California Regional ITS Architecture providésmework that includes a vision for the
future deployment of ITS applications throughout the region. It incatg® existing and planned ITS
projects, and provides a path to be followed as new projeetsoaiceived, designed and deployed. In
regards to security, the primary objective in ITS Architexisrto protect transportation information and
infrastructure. Information technologies have become ansgéraobmponent in transportation to sense,
collect, process and disseminate information to improve affigiand safety of the movement of people
and goods, as well as to provide alternatives and/or contingencies.
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The SCAG region is vulnerable to many types of catastrophi®uecluding earthquakes, floods, fires,
hazardous material incidents, dam failures, civil unrest, tratajwor accidents, tsunamis and terrorism.
In addition, there is a potential for public health and agriculemagrgencies to occur within the region.
Currently, there are many agencies that will particirathe response to a disastrous event and ensure
their jurisdictions are prepared to respond to these hazardanspbrtation is vital element to provide
resources to persons involved in a disastrous situation, either asvactemergency responders.

As concern about the threat of terrorism and consequences of niigastérs has grown, government (at
all levels) has taken new measures to securing the wedfaits citizens. Hurricane Katrina and other
natural disaster have also brought attention to how criticalgemey preparedness is to response and
recovery after catastrophic events. Transportation andttegencies throughout the United States are
taking increasing steps to protect their facilities agahesthreats of crime, terrorist activity, and natural
disasters. These events generate casualties and injurreagedaand destruction of property and
infrastructure, economic impacts, and significant disruption oy dife. The transportation sector, as
other critical sectors of the country, is continuously striviogimprove prevention, preparedness,
response, recovery, and mitigation capabilities at all leMet®ciety. As is discussed below, SCAG can
play a significant role in promoting preparedness and recovery capabilitieould promote to utilize the
Southern California Regional ITS Architecture to disseminiafermation, gather information, and
provide situational awareness during an event.

The United States is comprised of nearly 3.8 million squalesrand has a population over 300 million
persons. Its transportation systems continue to evolve and exparder to accommodate its populous,
workforce, and economy. Security of the nation’s transportationmsgsiad the lives of the people that
utilize these systems are a top priority of government agerat all levels. Transportation systems
include airports, ports, waterways, rail, highways, and pipélineAccording to the Bureau of
Transportation Statistics, the United States maintains awgrrhillion miles of roadway (streets, roads,
highways), nearly 600 thousand bridges, 150 thousand miles of railway5,00€r public airports, 1.3
million miles of gas pipelines, and over 180 thousand mile of gas pipeline.

Roadways and Freeway

In the SCAG region, transportation infrastructure also conmprésevast system. Its transportation
network embroiders through most of region’s urbanized, suburban, andareesd. The following
outlines the region transportation system’s lane miles.

Freeway Lanes Miles (excluding carpool) 9,400 miles
Carpool Lane Miles (including HOT lanes) 860 miles
Road Lane Miles (arterials) 43,550 miles

! The American transportation sector is dependerioign oil sources; in fact 46.5 percent of plemon used in
the United States is currently imported (Bureatli@insportation Statistics 2007)
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Total vehicle miles traveled (VMT) in the region exceeded lilion in 20XX. The region consistently
ranks as the most congested metropolitan region in the natiomeRissin the coastal counties (Los
Angeles, Ventura, and Orange) experienced a totéllofurs of delay per person iBOXX compared to
34 hours of delay in San Bernardino and Riverside counties. Los Ar@elsty has four of the ten most
congested highway locations in the U.S., namely the 1-405 at théntelf@hange, U.S. 101 at the 1-405
interchange, State Route 55 at the State Route 22 Interclambéhe I-10 at the I-5 interchange. Each
location average ten (10) minutes of delay per vehicle peduriimg peak hours. Trucks are significant
contributors to congestion but are also affected by congestionhamesultant costs ultimately affect all
residents and consumers. Truck traffic is expected t@8ggercent by 2035 as freight commerce from
the port continues to boom.

ITS programs are becoming increasingly important in the effianovement of people and goods. The
region’'s freeway networks are equipped with Vehicle Detectitatiods (VDS), Closed-Circuit
Television (CCTV) cameras, Changeable Message Signs \(Ré&np Meter Stations (RMS), Highway
Advisory Radio (HAR), and Environmental Sensor Stations (afsawhk as road weather information
systems (RWIS)) are employed in strategic locationss&H&S field elements are connected to the
Transportation Management Centers (TMCs) for the Califor@palment of Transportation (Caltrans)
Districts 7, 8 and 12.

Public Transit

The SCAG region also comprises a large public transiesystonsisting of buses, light rail, and heavy
rail. Currently, mass transit is becoming an increasimglyortant option for residents as the cost of
gasoline and other goods and services rise in price. In factArerican Public Transportation
Association (APTA) reported record breaking trends in the diustrter of 2008 (June, 2008). There has
been a 3.3 percent surge from the same period the year prior. Ridershi@tesexisected to continue as
gas prices keep climbing in expense.  The region is comprised of the folleammugces.

Buses 300 vehicles

Bus routes 640 routes

Metro Rail 73 miles and 65 Stations

Rail Network 2 subways, 3 light rail, 3 busways
Metrolink 7 routes, 512 miles, and 55 Stations

In 2006, the total number of transit boardings was nearly 740 milli@pari€led transit services,
particularly the heavy rail, light rail and commuter rairacted additional transit riders. Nevertheless,
transit usage in the region currently accounts for nearly 5#eofotal work trips and 2% of the total
person trips. The region’s two largest public transit providezsMetro and Metrolink. Metro operates
approximately 2,000 peak-hour buses on an average weekday and 73.1 miles of Metro BaihsdréR
stations, consisting of the Metro Red Line subway system, tlieoNBéue Line, the Metro Green Line,
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and the Metro Gold Line. Metrolink serves over 45,000 passengdiB gities throughout Southern
California. Amtrak runs the Pacific Surfliner that operates albadPacific Coast, connecting San Diego,
Los Angeles, Oxnard, San Luis Obispo, and Santa Barbara. The $wotyjges of transit service are
fixed route and demand-responsive. The first type allows busesrat@pa fixed schedules on a fixed
route. Demand-responsive service allows route changes based aduialdifip requests. The fixed route
service also accommodates commuters using long-distance ralsiegdferred to as Express Routes),
which provide trips to and from a single destination withouérmittent stops. Demand-responsive
services for the elderly and disabled are offered in themedror both large and small fixed route
systems, ITS applications are multi-faceted and may integrateor more of the following functions:
automatic vehicle location, vehicle and equipment monitoringpmestinformation, signal priority, fare
box summaries, and central dispatch center facilities. For m&negponsive systems, the primary ITS
application is automated trip scheduling and in some cases in cbojurwith Automatic Vehicle
Location (AVL) systems.

Emergency Management Services

The California Highway Patrol (CHP) provides traffic patratgl response to incidents and emergencies
with responsibility for all freeways, conventional state routed,some roadways in unincorporated areas
of the county. The CHP also provide service under contract tddheRoads in Orange County. In
addition, CHP along with Caltrans staff monitor traffic conditions and @mtichformation at the Caltrans
TMCs for dissemination to field staff. Information disseminateduide CCTV camera images, status
reports from field crews, traffic flow data, weather d&tBlP incident reports, or summaries of 911 calls.
The field staff includes CHP officers, Caltrans mainteratrews, local agencies, including police and
transit officials, and private contractors involved in towing, rasaintenance, or hazardous material
spill cleanups. Each county also has Sheriff and Fire Departrttgttprovide law enforcement, fire
protection, and Emergency Medical Services (EMS) in unincorpoeasgsss of the county, as well as to
certain city jurisdictions under contract arrangements. Cdahéyriff departments are the primary law
enforcement agency in Metro and Metrolink facilities. Othangit providers, such as Foothill Transit
provide their own policing. Office of Emergency Services @ypbkheriff and fire departments from the
county, it services.

These Emergency Management departments are dispatched thooungh @-1-1 centers. These centers
are equipped with Computer Aided Dispatch (CAD) systems, whilgw adispatchers to initiate
emergency response through radio dispatch communications and thkeres@mnse activities performed
by field personnel. Many of the larger cities also have thin police and/or fire departments, which
handle law enforcement, fire protection, and EMS for theisdlistions. The larger agencies are most
often but not always CAD-equipped.

Aviation/Ports

Los Angeles International Airport (LAX) and Ontario Internatiortport are the region’'s two
international airports; John Wayne Airport, Bob Hope Airport, Loregdh, Palmdale, and Palm Spring
comprise its other five commercial airports. In 2007, the SG&gBn accounted for 89.5 MAP (million
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air passengers) and 2.7 million tons of air cargo. LAX served 6AB &hd carried over 2 million tons
of cargo, making it one busiest air passenger and cargaiéacih the world. LAX is administered by
the Los Angeles World Airports (LAWA) agency, a departmenthef City of Los Angeles which also
manages Ontario International Airport, Palmdale Airport, and Van Nuy®wir

The SCAG region is home to three international deepwater pdifitiés: the Port of Los Angeles

(POLA), the Port of Long Beach (POLB), and Port Hueneme. This B Los Angeles and Long

Beach, together form the third largest container port compleke world, following Hong Kong and

Singapore. These two ports handle 50 percent of West Coastneontargo and 35 percent of all
waterborne cargo in the U.S. The Port of Long Beach ipartheent of the City of Long Beach, and the
Port of Los Angeles is a department of the City of Los ArggdROLB and POLA transfer container
freight between ship and land-based carriers involving multipi@nizations. The ports operate in
coordination with organizations such as the California Truckirgsogiation and the Steamship
Association of Southern California.

POLA and POLB have a joint project involving the use of vehidétection, CMS and CCTV for

monitoring port access routes. In 2002, the total traffic atPines of Los Angeles and Long Beach
increased to 152.2 million tons. Close to 84% of all cargo shipmests through containers. In April

2002, the Alameda Corridor was opened and allowed faster transfargaf from the twin ports to

eastern destinations. In addition to the Alameda Corridor, two rnidghways serve the twin port
complex. Interstate 710, the Long Beach Freeway, is a heavy trucking ctratioarries traffic from the

busy Port of Los Angeles north to downtown Los Angeles, with a caonetd transcontinental

Interstate 10. The numbering of I-710 as a spur of I-10 is relatdwettatt that both 1-110 and I-710
connect that freeway with the port.

Commercial/General Aviation Ports 57

LAX ranks among world’s airports "5n passengers and".th cargo
Long Beach/Los Angeles ranks among world’s Container pBrts 5

Share of United States Maritime Trade 40 percent.
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The SCAG region has a multitude of transportation, security, amergency services stakeholders.
Stakeholders consist of:

Cities (187) - Transit Operators (53)

Counties (6) - Toll Road Authorities (3)

Sub-regional councils (14) - International Ports of Entry (3)
Transportation commissions (5) - Law Enforcement (149)

Transportation authorities (4) - Fire Departments (154)

Caltrans Districts (4) - Air Quality District (4)

Ports (3) - Offices of Emergency Management (6)

Commercial/General Aviation Airports (57)

For this supplement to the Regional ITS Architecture outreffonts were focused on the regional level.
Telephone interviews were conducted with 14 stakeholders froma@slttransit operators, regional

transportations commissions, and Offices of Emergency Mareadenn addition, sub-regional councils

were utilized to gather input from the various aforementionedmap stakeholders. Outreach and
feedback sessions were held in downtown Los Angeles, Venturan®edeach, Ontario, and Palm

Desert. Participants included sheriffs, city transportatingineers, transit agencies, city planners, ITS
specialists, emergency response professionals, and other publigsefessionals.

Many of these stakeholders assisted in the developmentedif§ User needs document and further
defined the appropriate role for the Southern California Assogiaif Governments in the region’s
Security related manners. Table 3-1 lists the regional stakehfdéngs supplement effort.
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Table 3-1 - Regional Stakeholders

Imperial County

Los Angeles County

Orange County

Riverside County

San Bernardino County

Ventura County

City of Los Angeles

- District 7

CALTRANS Districts - District 12

District 8

San Bernardino Association of Governments, SANBAG

Los Angeles County Metropolitan Transportation Authorit

Metro

Imperial Valley Association of Governments, IVAG

Ventura County Transportation Commission, VCTC

Orange County Transportation Authority, OCTA

Riverside County Transportation Commission, RCTC

Ventura County Council of Governments

Coachella Valley Association of Governments, CVAG

Foothill Transit

Long Beach Transit

- OCTA

Transit Agencies - METRO

South Coast Area Transit (SCAT)

Ventura Intercity Service Transit Authority VISTA

SunLine Transit

City of Los Angeles Department of Transportation

Los Angeles County Department of Public Works

Southern California Regional Rail Authority, METROLINK
- County of Orange

Other Public Agencies - County of Los Angeles

Ventura County

Riverside County

San Bernardino County

Imperial County

Orange County Sheriff

Ventura County Sheriff

Law Enforcement Agencies - Los Angeles County Sheriff

California Highway Patrol

U.S. Customs and Border Protection

Offices of Emergency Service

1°2}

=

Metropolitan Planning
Organizations
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This document is a supplement to Regional ITS Architectureogeglin 2005, in order to include
security elements mandated by federal rule. In 2005, thereocwsargy-level architectures that created
inventories of existing and planned systems. These systemnmelisded multi-county level systems to
evaluate their regional effectiveness and multi-regiosgléds. In this supplement, a multi-county level
approach is taken to incorporate the security related elententse Regional ITS architecture.
Generally, the Multi-County ITS Architecture level projetdgsus on systems or generic categories of
systems with projects that involve (or potentially involimegration across the six county region. An
example of this high level thinking is the classificatiortied Regional Traveler Information Systems in
the inventory. This high level group includes all means and methods of dissegitragieler information
regardless of whether they are public or private systenmvers all modes of transportation and all
types of information. The various Market Packages assdciaith the very high level systems are
included. “Systems” as used in this context is a general cotitapinay include hardware, software,
communication, and dissemination devices. For further information wcongethis ITS inventory,
Appendix X, contains the TurboArchitecture™ generated inventory report.

15:-/+.<

Civic infrastructure is critical to the welfare of urbareas. Transportation, utilities, communications,
fuel, and water all provide services essential to the wedfadequality of life of residents. Catastrophic
incidents often produce a cascading effect on the infrasteudfuone of these support systems breaks
down it can have a domino effect on other elements, and the failundtgflenelements can be crippling.
Basic assessments of the impacted areas are needed toepapdadequate emergency response to a
disaster. An assessment of vulnerabilities to securitysafety also may prevent or limit effects of a
catastrophic incident.

The region’s transportation system, which includes the nesnvankl support infrastructure, are of the
utmost importance to the mobility, safety, security, and economadityitof both the region and its

inhabitants. Throughout the region significant investment in ITBn@ogies is being used to help
increase the efficient management of the transportation netwoihile ITS alone will not solve the

region’s transportation problems, ITS applications provide key neamnmeigt tools that help the

operational efficiency of the network. ITS applications are algpected to significantly contribute to
security and safety, e.g. on high truck volume freeways amdildtighway crossings. The greatest
challenges and perhaps the greatest benefits lie in integratingsysijems across the entire region.

Critical Transportation Infrastructure

Critical Transportation Infrastructure (CTI) consists adngportation facilities whose removal from
service would severely impact the public safety, nationelirsg, economic activity, or environmental
quality. Examples of Critical Transportation Infrastructure include:
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Major arterial highways and bridges comprising the NatiorighWay System (NHS), including
Strategic Highway Network (STRAHNET) and National Intermodal Commgsct

International marine harbors, ports and airports.
Major railroads, including depots, terminals and stations.
Oil and natural gas pipelines.

Transportation Control Systems (e.g., air traffic control centerign@htontrol center).

As with most regions of the world, the transportation infrastrecin Southern California plays a major
role in its residents’ quality of life. The region’s expaesiurban form makes travel critical to daily life.
Not surprisingly, a 2006 public opinion survey found the overwhelming coricethe region is
transportation.  Although the region has among the highest cost of housing in the natioh amtiddg
of crime, these problems are not as concerning as the batingrsituation of traffic A failure in the

transportation system as a result of natural disastérunran-caused event would bring foreseeable

disruptions in the quality of life to many individuals in the region.

% The Ralph and Goldy Lewis Center for Regional BoStudies UCLA School of Public Affairs.
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Under new federal law, Metropolitan Planning Organizations (B)R@e obligated to take an active role
in regional security transportation planning. SCAG's vision decurity transportation planning is
described in the vision elements for ITS security in the region.

! 05./(*8 ()(+; *1*070;* ,+/ %

The vision is to define security transportation planning as meddat federal law that does not hinder
the activities of existing emergency stakeholders but raiest them in the policy arena and situational
awareness through a vast repository of data and informatioheoregion. Essentially, SCAG aims to
improve the capabilities of local and county governments terbptbtect its region’s transportation
systems and critical infrastructure, as well as to enhtireceverall level of preparedness for responding
to harmful incidents or disasters.

This section describes the elements included in SCAG’s ITi8igeuision statement for the 2008 RTP.
The vision elements described include:

SCAG's role in Security

SCAG'’s Facilitator Role

SCAG's role in Regional Security Planning

SCAG's role in Regional Preparedness

SCAG's role as a Promoter of Regional ITS Solution
SCAG's role as a Regional Provider of Data and Information
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The Southern California Association of Governments' (SCAG)twaied Security Program seeks to

support the capabilities of local and county governments to haftbéect its region's transportation

systems and critical infrastructures, as well as to enttheceverall level of preparedness for responding
to harmful incidents or disasters.

Within that construct, SCAG has four security roles:
1. Provide a policy forum to help develop regional consensus and education on security

2. Assist in the planning and programming of transportation infrastructuresepai
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3. Leverage projects and planning functions (including Intellieanhsportation Systems) that can
enhance or provide benefit to transportation security efforts feos® tresponsible for planning
and responding to emergencies.

4. Become a central repository/mirror for regional geo-dladéh can be used for planning, training,
and response and relief efforts of security and emergency stakeholders

! 15(3(*1*+/ +30

SCAG seeks a role in a policy advisory capacity. It wouldigoon strategic, not tactical, elements of
emergency preparedness. SCAG understands that the organizatiorotdbage the authority to enforce
actions on the part of jurisdictions and other agencies, butyitemeourage and support recommended
planning activities. Furthermore, the agency is conscientionstofvanting to compete with emergency
management agencies, with regards to authority or fundingGS$huld be seen as a resource that may
provide meaningful assistance with regards to planning aeswtind data. While SCAG’s primary focus
is transportation, it has been acknowledged that the regionsptdation system is both an asset that
needs to be protected from catastrophic events, as well as a resedrte nespond to such events.
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SCAG does not want to replicate the functions or intrude onrdles of emergency management
agencies. While there are many safety and security opgsagioups, there are no specific groups that
focus on policies for the region. SCAG envisions filling thigden concurrence with their role in
security transportation planning.

SCAG wants to bring situational awareness of securityaadgion for the array of potential disasters. It
recognizes the fact that the region’s ITS planning and deploymentisle an opportunity for the region
to leverage this investment to enhance situational awaramesgurther the efforts of the emergency
management community.

SCAG'’s active role in the security planning process (within the pot@yag would require:
Emphasizing transportation as a resource and a stakeholder inysgleumiing and operations;
Educating officials about transportation-related issues with retasigety and security;
Participating in a regional security working group;

Assisting with the identification of opportunities and resourdest tsupport emergency
management;

Leveraging federal funds to support security preparedness;

Increasing its knowledge of best practices and how to implerhent, tand then identifying its
role with regard to their implementation;
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SCAG would also increase its role as a data source anctrfisénve as a clearinghouse for
various types of data sets;

SCAG should play a role in supporting situational awareness fietly send security purposes by
using geospatial data.
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SCAG has a regional preparedness goal to prevent, protect, regponcecover from major human-
caused or natural events in order to minimize the threat apacinto lives, property and the regional
economy. Its’ transportation security plans will help ensure tmatetis a productive movement of
persons and goods if a disastrous event strikes the regionG 3@s the following opportunities to
elevate its role in the region as a policy forum and data clearinghouse:

Develop proactive transportation security strategies that support eicoritatity in the region;

Enhance the effectiveness of agencies responsible for sepueiparedness and emergency
response;

Ensure that regional transportation technology investments theeteeds of emergency
responders through interoperable, robust, and strategically redui@and communications
infrastructure;

Provide a regional forum for members of the transportation andgen®r management
communities to coordinate transportation and security iniiafigand to reach agreement on how
to work more closely together during the decision notification moeeior to and following an
event;

Update the regional ITS Architecture and associated Countyteotthies describing specific
systems interoperability requirements to support regional safdtgecurity objectives; and

Satisfy SAFETEA-LU requirements for regional transportafanning to incorporate security
considerations.
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SCAG also envisions developing a thorough Intelligent Transpmmt&ystem (ITS), as it controls the
regional ITS architecture, funding, and programming.

Major elements of its role include:
Identifying more command and control for Critical Transportation Infnagire (CTI);

Developing mechanisms to make data available through @ fétinagement Centers (TMC) to
assist first responders and training first responders to take adeardf these resources;
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Identifying system detection gaps and using this to prioritize funding;
Prioritizing command and control infrastructure through funding;

Supporting County Office of Emergency Services (OESs) througbrtiggamming and planning
of funding to TMCs and other activities;

Continuity of government is another area SCAG may be ableotoder leadership within the
region. There is a lack of agreements between agenciesutoal aid (in many cases, especially
in the transportation arena). SCAG finds an opportunity to faeililais process and identify
needs and prioritize agreements and planning at the regional amdgsutml level between
agencies, particularly for long-term recovery after events.
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In the Ten Year Strategic Plan: Goals and Strategies, S@diGates that it wishes to be a central source
for data and information about the Southern California RegB®AG has a strong desire and
commitment to be a major data repository. However, SCAG wvitlertake this role where and if
appropriate to facilitate the planning processes and adiwfiéocal and regional stakeholders. SCAG’s
goal is to be an acquirer and source for regional level data and infammEte review of several relevant
transportation and security planning documents illustrates thAGShas a challenging task in serving
the region. It also has a tremendous opportunity not only to serveglmn in transportation security
planning efforts, but to serve as an example to the rest of timn.nAs mentioned above, federal
mandates have recently passed to make security planning phg ptirview of MPOs. On the other
hand, the mandates are not clear of the roles of MPOs andicssteps have not been defined.
Essentially, SCAG will be breaking new ground on the role ofP®OMor its jurisdiction in the arena of
transportation security planning.

This section provides a general definition and the charaaterisf user services. Using this as a
foundation it goes on to list all of the user services bundl¢sritlade security related user services and
provides a description of each security related user serkiallowing this is a description of the ITS
Security Areas included in the National ITS Architecturee Term "Security Area" represents areas of
ITS which can be used to enhance surface transportation seEimdjly, all of the security related ITS
needs and priorities from each SCAG sub-region are prioritized ines séninatrices.
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A user service is defined a®ne or more specific ITS applications that address spefneeds for a
specific set of users

User services document what ITS should do from the user's pirepec broad range of users are
considered, including the traveling public as well as manyrdiftetypes of system operators. To date,
thirty-three User Services have been jointly developed byDOS and ITS America with substantial

stakeholder input. A set of requirements covering each of ttisse Services are the basis for the
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National ITS Architecture definition. The User Servicesryempoint leads you to the full set of user
service requirements and allows easy traversal betweendhsansice requirements and the components
of the architecture that satisfy these requirements.

The concept of user services allows system or projeatitiefi to begin by establishing the high level
services that will be provided to address identified problems and needs.
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The national ITS program is focused on the development and deplogimerbllection of inter-related
user services. Thirty-three (33) user services have beereddb date. This list of user services is neither
exhaustive nor final. There is a wide variety of transpamasiervices that could develop that are not
included in this list. Furthermore, the services here areatag to change over time. Some will develop
largely as envisioned, new services will emerge, and otlwreafious reasons, may never be developed.
This list of services and the accompanying descriptions x@ected to evolve through program plan
updates and new editions.

The users of a particular service will vary and could includeelers of any mode, operators of
transportation management centers, transit operators, MetaopBliinning Organizations (MPOs) such
as SCAG, commercial vehicle owners and operators, stat@meaidgbovernments, and many others who
ultimately may take advantage of ITS including homeland security agencies

Although each user service is unique, they share several common clstiegtélser services are:
Composed of Multiple Technological Elements

A single user service will usually depend upon several techmeaa@yich as advanced communications,
mapping, and surveillance, and may be shared with other services.

Building Blocks

Once the basic technological functions, such as communicationsveillance, have been deployed for
one or more service, the additional functions needed by one orretared services may require only a
small incremental cost. The added functions will in turn producelemeptary benefits. User services
can be combined for deployment in a variety of ways depending uporplimdies, needs, and market
forces.

Adaptable to Rural, Urban, and Suburban settings

ITS user services are not specific to a particular lonatRather, the function of the service can be
adapted to meet local needs and conditions.
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Table 5-1 - User Service Bundles & User Services

User Services Bundle

User Services

1.Travel and Transportation
Management

1.1 Pre-trip Travel Information

1.2 En-route Driver Information

1.3 Route Guidance

1.4 Ride Matching And Reservation
1.5 Traveler Services Information

1.6 Traffic Control

1.7 Incident Management

1.8 Travel Demand Management

1.9 Emissions Testing And Mitigation
1.10 Highway Rail Intersection

2.Public Transportation Operations

5 2.1 Public Transportation Management
2.2 En-route Transit Information

2.3 Personalized Public Transit

2.4 Public Travel Security

3.Electronic Payment

3.1 Electronic Payment Services

4.Commercial Vehicle Operations

4.1 Commercial Vehicle ElectrGiearance
4.2 Automated Roadside Safety Inspection
4.3 On-board Safety And Security Monitoring
4.4 Commercial Vehicle Administrative Processes
4.5 Hazardous Materials Security And Incident Respons
4.6 Freight Mobility

1%

5.Emergency Management

5.1 Emergency Notification And Personal Security
5.2 Emergency Vehicle Management
5.3 Disaster Response And Evacuation

6.Advanced Vehicle Safety Systen

ns 6.1 Longitudinal Collision Avoidance

6.2 Lateral Collision Avoidance

6.3 Intersection Collision Avoidance

6.4 Vision Enhancement For Crash Avoidance
6.5 Safety Readiness

6.6 Pre-crash Restraint Deployment

6.7 Automated Vehicle Operation

7.Information Management

7.1 Archived Data

8.Maintenance & Construction

8.1 Maintenance And Construction Operations

Management

Out of the 33 user services, there are ten than can be eatsitbecurity related”. These ten security

related user services are described in
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more detail in the followirigss.

The Travel and Traffic Management user services deal imf¢tihmation collection, dissemination, and
processing for the surface transportation system. These secoltect and process information about the
surface transportation system, and provide commands to variaffc tcontrol devices. Travel
management services disseminate this information toléravd hese services also provide information to

% Security Related User Services showB®LD

URS
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support the Public Transportation Management and Information Managéonedles. Thus, the Travel
and Traffic Management bundle will be of interest to transportgiolicy makers, public and private
sector operators of transportation management centers, thoseethvyohaccident response or travel
demand management, and private sector vendors supplying travel informatiantprand services.

! 116030/ 0/6(50) ;,+/71*(+;

The Traveler Services Information service provides a business directory, or “yellow pages,” of
information on travel-related services and facilities, fsameple the location, operating hours, and
availability of food, lodging, parking, auto repair, hospitals, @atice facilities. Traveler services
information would be accessible in the home, office or other pldbdiations to help plan trips, and it
would also be available en-route. The service includes not ontyaweder services information, but the
capability to make reservations for many of the traveler services.
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The Incident Management service uses advanced sensors, data processing, and communitations
improve the incident management and response capabilitiemspbrgation and public safety officials,
the towing and recovery industry, and others involved in incidesganse. This service will help these
groups to quickly and accurately identify incidents and impleraergsponse which minimizes traffic
congestion and the effects of these incidents on the environment and theembeEpeople and goods.
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The Highway Rail Intersection (HRI) service uses ITS technologies to provide improved control of
highway and train traffic to avoid or decrease the severitgobisions that occur between trains and
vehicles at HRIs.
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The Public Transportation Management user services deshdbe services provided by public transit
organizations throughout the country. They address fixed route and dezsandse systems, as well as
those passenger rail systems operated by transit agencmct®\®f the transit system ranging from
operations, to maintenance and security are covered. This buoollidds a transit traveler information
aspect that also supports services in the Travel and Traffiad¢ament bundle.
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The Public Travel Security service creates a secure environment for public transportptions,
operators, and support staff. It provides systems that monitontir@mment in transit facilities, transit
stations, parking lots, bus stops and on-board transit vehictegenerate alarms, either automatically or
manually, when necessary. The service also provides systenmdhdbr key infrastructure of transit
(rail track, bridges, tunnels, bus guideways, etc.). This impresesrity, and with it, the perception and
acceptance of transit. Transit agencies can integrate thisersere with other anti-crime activities.
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These user services support the goals of improving the egffigi and safety of commercial fleet
operations, and will benefit both the states and the motor rcandiestry. The bundle is organized around
the use of advanced computer and communication technologies to impreadetiyeand productivity of
the motor carrier industry throughout North America. From a techpéapective, the foundation for all
the commercial vehicle operations user services is theaage of information on the motor carrier, the
vehicle, the driver, and, in some cases, the cargo. The searizasterrelated in terms of the specific
types and functionality of information and data required. This netebikformation will be accessible
by states and motor carriers nationwide.
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The On-board Safety and Security Monitoringservice will non-intrusively monitor the driver, vehicle,
and cargo and notify the driver, carrier, and possibly enforcemestrpesl if an unsafe situation arises
during operation of the vehicle. Such an unsafe situation might involve the stalriver fatigue, vehicle
systems, or cargo shift. This service will tie into theerastages of the Automated Roadside Safety
Inspection and Commercial Vehicle Electronic Clearance services.
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TheHazardous Materials Security and Incident Responseystem will provide emergency personnel at
the scene of hazardous materials incident immediate informaitidhe types and quantities of hazardous
materials present in order to facilitate a quick and appropriate response
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Emergency management and public safety (police, fire, and enwrgnedical services) agencies use
emergency management services to improve their managemami ofsponse to emergency situations.
In addition this bundle covers the coordination between publidysaiganizations and the other
transportation organizations (e.g. traffic, transit, and maamee) to address situations ranging from
traffic incidents to disasters to evacuations.
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The Emergency Notification and Personal Securityuser service focuses on reducing the time from
occurrence of an emergency or non-emergency incident until thieatmn of the appropriate response
personnel and on providing an accurate estimate of the location of theevemeled of assistance.
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The Emergency Vehicle Managementiser service is oriented towards reducing the time fromiptof
notification of an incident by a Public Safety Answering Pointratoe to arrival of the emergency
vehicles on the scene. This user service is divided into Subeservices: Emergency Vehicle Fleet
Management, Route Guidance, and Signal Priority.
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The Disaster Response and Evacuationser service uses ITS to enhance the ability of the surface
transportation system to respond to disasters. The user ggmicges enhanced access to the scene for
response personnel and resources, provides better information abdrangmortation system in the
vicinity of the disaster, and provides more efficientesa&fvacuation for the general public if needed. In
addition, the transportation system includes a wealth of ttginefessionals and resources that constitute
a portion of the disaster response. Use of ITS to prioritizecai®, and track these personnel and
resources also provides a more effective response to disasters.

L #  +HT71%(+; 1;1-070;*

This bundle is the logical offshoot of both the Travel and Tardffanagement and Public Transportation
Management user service bundles. Both of the two original bundles ot measuring transportation
data for real-time use and disseminating it to the trayegdublic. However, the copious amount of data
gathered in the process is also useful to planners, gadetpnnel, and other organizations. The single
user service in the Information Management bundle addresses howcéspand store the data acquired
by ITS monitoring systems in a manner that is efficient, thorough, and iesetiyr
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The Archived Data user service (ADUS) describes the need for an ITS histadai@ archive and
expands the National ITS Architecture to encompass the nedtie stakeholder groups of this user
service. ADUS requires ITS-related systems to have thébitipdo receive, collect, and archive ITS-
generated operational data for historical, secondary, and ndmneakses. ADUS prescribes the need for
a data source for external user interfaces and provides data priodusess. The goal is the unambiguous
interchange and reuse of data and information throughout all functional areas.

ITS technologies generate massive amounts of operational dat@e¢hpresently used primarily in real-
time to effect traffic control strategies. Examples incltite adjustment of ramp meter timing based on
freeway flow conditions and the use of dynamic message signemunicate traffic incidents to
travelers. These data offer great promise for uses beyorekéioaetion of ITS control strategies, such as
applications in transportation administration, policy, safety, planmipgrations, and research. In most
cases, ITS-generated data are similar to data tradifior@lected for these applications, but are much
more voluminous in quantity and geographical and temporal coverag&al e potential to provide
data needed for planning, performance monitoring, program assessmesyt, gualiuation, and other
transportation activities, including multimodal and intermaoaaplications. This user service describes
the need for the collection, manipulation, retention, and distribution afgdaterated by ITS for use in
other transportation activities.

I % 05./(*8 031*0< )0/ 0/6(50)

User services represent what the system will do fronp#repective of the user. A user might be the
public or a system operator. The concept of user servitessathe process of system or project
definition to begin by thinking about what high level serviceB & provided to address identified
problems and needs. The 33 user services are combined into eiglasbdidire are ten security related
user services shown below in relation to their respective user sburidée.
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Table 5-2 - Security Related User Services

User Service Bundle Security Related User Service
Traveler Services Information
Travel and Traffic Management - Incident Management

Highway-Rail Intersections

Public Transportation Management - Public Travel Security

On-Board Safety and Security
Monitoring

Hazardous Material Security and
Incident Response

Emergency Notification and Personal
Security

Emergency Vehicle Management
Disaster Response and Evaluation

Commercial Vehicle Operations

Emergency Management

Information Management - Archived Data
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Security, in the context of the National ITS Architecture, isptotect the surface transportation
information and infrastructure. The focus of the security uptatee National ITS Architecture is the
security services or mechanisms that meet this high-level olgecti

Although previous versions of the National ITS Architectutdrassed some areas of ITS security (e.g.,
Traveler Security), it was felt that a comprehensive $€8urity review and update to the National ITS
Architecture would be beneficial for protecting surfacengportation. Surface transportation is now,
more than ever, relying on information technologies to sense,ctolgocess and disseminate
information to improve the efficiency of moving goods and people, impitivee safety of our
transportation system and provide travel alternatives.

Security is represented in the National ITS Architecture in twesway

1. Securing ITS: ITS is an information system in its own right that must beeoted so that ITS
applications are reliable and available when they ardeted his aspect of security applies to all
the subsystems and architecture flows in the National ITS #atbie. "Securing ITS" is shown
as the foundation since the ITS systems must be secure WbEfrean reliably be used to
improve the security of the surface transportation system.

2. ITS Security Areas: ITS can be used to enhance the security of the surface traisport
system. Eight security areas define the ways that ITS eansed to detect, respond to, and
recover from threats against the surface transportatsieray These eight ITS security areas are
shown at the top of the figure below, supported by the "Securing ITS'ltgesemvices that make
ITS secure. Specific subsystems, architecture flows, madetages, and supporting physical
and logical architecture definitions have been defined for each ITStgeanaa.
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Consider a transit surveillance system that includes CE&ariteras and a control center to illustrate these
two views of security. From one perspective, we need to rsake that the cameras can only be
controlled by the control center, that they can't easilyakert off-line, and that any sensitive images that
may be collected are protected from unauthorized disclosure. ahea#l considerations associated with
securing the transit surveillance system and are addressedriaof "Securing ITS". From another
perspective, the transit surveillance system is an yE&m that provides both a deterrent and a response
tool that improves the security of the transportation systems.viéw of the transit surveillance system is
defined in one of the eight security areas ("Transit Security").

The term "Security Area" represents areas of ITS thatlie used to enhance surface transportation
security. The National ITS Architecture provides ergit{subsystems and terminators), functions, and
interfaces that cover aspects of eight ITS security anetie figure below. For each ITS security area,
the following sections discuss the scope of the area alogitsifirchitecture representation including
appropriate market packages.
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The Disaster Response and Evacuation (DRE) Security Areainisiigient transportation systems to
enhance the ability of the surface transportation system to regpamd recover from natural disasters,
terrorist acts, and other catastrophic events. DRE improwessto the scene for response personnel and
resources, provides better information about the transportagistem in the vicinity of the disaster,
supports resource coordination and sharing of current situatioimation, and provides more efficient,
safer evacuation for the general public if needed.

All types of disasters are considered including natural disafterricanes, earthquakes, floods, winter
storms, tsunamis, etc.) and technological and man-made digastessdous materials incidents, nuclear
power plant accidents, and national security emergenciesasuelinrorism, nuclear, chemical, biological,
and radiological weapons attacks terrorist acts.). Broad agemey coordination is critical in all disaster
scenarios, with transportation professionals performing well-defioled in the larger context of the
multi-agency response to the disaster. DRE defines how ITBecased to coordinate and integrate DRE
activities within diverse organizations in order to imprdive safety of the responders and the public at
large, and improve the performance and effectiveness ofahgpwrtation system as a part of the overall
disaster response.
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In the physical architecture, DRE centers on the Emergenayaddaent Subsystem, which represents
the interface to local, county, state, and federal publietgaémergency management, and other allied
response agencies. In DRE, this subsystem represents botiméngeEcy Operations Centers and the
Incident Command Systems that are established when disagtes.sBRE focuses on the interfaces
between this subsystem and the subsystems that represéranportation operators and information
providers (Traffic Management Subsystem, Transit ManagemebsyStem, Information Service
Provider, Maintenance and Construction Management, Rail Operatior)s,RE builds on existing
Incident Management capabilities that were already defindtleirfNational ITS Architecture prior to
Version 5.0.

The Disaster Response and Evacuation security area centensd athe Emergency Management
subsystem and is best characterized in the National ITS t&ctime by four market packages: Early
Warning System (EMO07), Disaster Response and Recovery (EMB&gcuation and Reentry
Management (EMQ09), and Disaster Traveler Information (EM10).
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The area of freight and commercial vehicle security consittee awareness aspect of security through
the surveillance of either commercial vehicles or freiglguipment. Freight equipment includes
containers (with or without chassis), the chassis, or traileraddition, the interface with intermodal
facilities is another aspect of this area. There are fajomfunctions included as part of this security
area.

The first functional area is tracking commercial vehicle fraight equipment locations to
determine if an asset has deviated from its planned rohtecarrier's operation center (FMS,
Fleet and Freight Management Subsystem) would be responsibheofatoring the route. In
addition, the commercial vehicle’s on-board system can corrétateurrent location to the
planned route and notify the operation center of a route deviatiamolfte deviation exceeds the
established limits, the operation center would be responfibléormulating a response plan,
which could include notifying public safety agencies.

The second functional area is to monitor the identities of therd commercial vehicle and
freight equipment for consistency with the planned assignment.cai&r's operation center
(FMS) determines if an unauthorized change has occurred argpansible for implementing a
response plan, which could include notifying public safety agenitiesupport of a seamless
intermodal system, assignment information is exchanged with intelfiactdies and shippers.

The third functional area is to monitor freight equipment for aditeor tamper event. A breach
or tamper event includes the nature of event, time, locati@might equipment identity,
monitoring device status and environmental threat sensor readings (@hémiogical, etc.).

The fourth functional area is to monitor the commercial vehiol a breach or tamper event. A
breach or tamper event, in this instance, includes the natenesnf, time, location, commercial
vehicle identity, driver identity and monitoring device status.
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The Freight and Commercial Vehicle Security area iselgrgomprised of four market packages. The
Fleet Administration (CVO01) market package includes the chtyatd identify commercial vehicle
route deviations. The location of the Commercial Vehicle cambritored by the Fleet and Freight
Management subsystem and route deviations exceeding thestmdlimit are flagged. The Fleet and
Freight Management subsystem is responsible for formulatingsgonse plan, which could include
notifying public safety agencies.

The Freight Administration (CVOO02) market package includes#pability to identify route deviations,
and breach and tamper events of freight equipment. The Fleet amghtFAManagement subsystem
monitors the route by obtaining location information directly frime freight equipment or via the
commercial vehicle. The Fleet and Freight Management subsystmitors shipments to make sure that
no tampering or breach of security occurs to the freight equiprentsecurity related incidents, the
Fleet and Freight Management subsystem is responsible for &iinmgub response plan, which could
include notifying public safety agencies.

The On-board CVO and Freight Safety and Security (CVO08) mpsddaiiage includes the capability for
the Fleet and Freight Management subsystem to detect gpoihckto commercial vehicle breach and
tamper events. In addition, both commercial vehicle and fremglipment breach or tamper events are
made available to the Commercial Vehicle Check subsystem.

The Freight Assignment Tracking (CVO13) market package gesvfor the planning and tracking of
three aspects of commercial vehicle shipments. For each shjpimerdommercial vehicle, the freight
equipment, and the commercial vehicle driver, are monitored for stensy with the planned
assignment. The Fleet and Freight Management subsystem ideteiany unauthorized changes, and is
responsible for formulating a response plan which could include notifying pufdiy sgencies.
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The HAZMAT Security area’s purpose is to reduce the likelihobd successful hijacking of security
sensitive HAZMAT cargo and its subsequent use as a weapon.

The first major function is tracking security sensitive ZMAT cargo carrying commercial

vehicles and report unexpected and significant deviations or apeyamn restricted roadways to
police. In order to protect business confidential operationatnmdtion, the operational tracking
and the determination of a significant route deviation reggiriotification of public safety is

done by a commercial carrier's operations center (FMS).

The second major function is detection of security sensiik@MAT cargoes on commercial

vehicles by remote sensing and imaging from the roadside. ®y relhding electronic tag

information (carrier ID, vehicle ID and driver ID) from a sed commercial vehicle, any
detected security sensitive hazmat can be correlatecewigting credentials, to determine if the
cargo being carried is a permitted operation. If not, the vehacide asked to pull-in, and public
safety may be notified.

U‘RS 5-13 June 2008



SCAG Transportation Security Study SOUTHERN CALIFORNIA REGIONAL ITS ARCHITECTURE
UPDATE FOR TRANSPORTATION SECURITY

The third major function is authentication of drivers and naiifts to public safety if an
unexpected driver attempts to operate a vehicle carrying sesernsitive HAZMAT. As with
tracking security sensitive HAZMAT cargo, the commdrdieet management center acts to
validate and verify any discrepancies prior to notification of publidysafe

The HAZMAT Security area is largely represented by foarkat packages. The Fleet Administration
(CvO01) market package includes the capability to track cermiad vehicles by a Fleet and Freight
Management center. If the Fleet Management Center notisggnidicant discrepancy, it may notify

police.

The CV Administrative Processes (CVO04) market packadaedes the distribution of usable and non-
usable local and national HAZMAT routes with associated admatiig restrictions by time and for

specific classes of HAZMAT cargoes. This map informationdistributed by public agencies to

Information Service Providers, Fleet and Freight Management functions angpuohate providers.

The Roadside HAZMAT Security Detection and Mitigation (CVOigrket package is used to detect
HAZMAT cargoes at the roadside, and correlate the detespedations with existing credentials to
determine if a detected HAZMAT cargo is a permittedvégti If a non-permitted activity is detected, the
Commercial Vehicle Check station may notify police.

The CV Driver Security Authentication (CVO12) market paekagthenticates a commercial vehicle
driver based on information downloaded to the vehicle from the Megtagement Center. If an
unauthenticated driver is detected, a vehicle may be sa&zpldd by the Fleet Management Center, and
the Fleet Management Center may notify police.
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The ITS Wide Area Alert security area notifies the thagepublic in emergency situations such as child
abductions, severe weather watches and warnings, natural and ¢tawsed- disasters, military

operations, and civil emergencies where lives and/or propestyatastake. It utilizes ITS driver and

traveler information technologies to immediately provide rim@tion and instructions to the traveling

public, improving public safety and enlisting the public’'s helgpame scenarios. The ITS technologies
supplement and support other emergency and homeland security alemssgsich as the Emergency
Alert System (EAS).

When an emergency situation is reported and verified and the aahhsonditions for system activation
are satisfied, a designated agency broadcasts emergencyaitiborno traffic agencies, transit agencies,
information service providers, the media, and other ITS systiemshave driver or traveler information
capabilities. The ITS systems, in turn, provide the alddrimation to the traveling public using ITS
technologies such as Variable Message Signs, Highway AgiviRadios, in-vehicle displays, transit
displays, 511 traveler information systems, and travelerritdtion web sites. The service providers for
this security area include the emergency management, homedaundtys military and public safety
agencies that issue the Wide Area Alert, the traffic,sitaand traveler information organizations that
convey the information to the traveling public, and the traveling pubdilf.its
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In the physical architecture, the Emergency Management Sulpsyspgesents the agency/system that
broadcasts the emergency information to the ITS systemssiilmsystem provides the alert information
to the Traffic Management Subsystem, Transit Management Sebsykstformation Service Provider,
Maintenance and Construction Management Subsystem, and Toll Athatioin Subsystem, which in
turn provide the alert information to system operators and the trayeibiig.

The ITS Wide Area Alert security area centers around the ggmey Management subsystem and is best
characterized in the National ITS Architecture by the WideaAAlert (EM0O6) market package. The
Wide Area Alert market package uses ITS driver ancetemvinformation systems to alert the public in
emergency situations such as child abductions, severe weaths,eeivil emergencies, and other
situations that pose a threat to life and property. The mielides information and instructions for
transportation system operators and the traveling public,ovimgr public safety and enlisting the
public’s help in some scenarios. The ITS technologies will sopié and support other emergency and
homeland security alert systems such as the Emergency Alert Syst&n (E

When an emergency situation is reported and verified and the aednsonditions for system activation
are satisfied, a designated agency broadcasts emergencyaitiborno traffic agencies, transit agencies,
information service providers, toll operators, and others dparate ITS systems. The ITS systems, in
turn, provide the alert information to transportation systemabpes and the traveling public using ITS
technologies such as dynamic message signs, highway advesdins, in-vehicle displays, transit
displays, 511 traveler information systems, and traveler informagdmnsites.
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The general area of Rail Security includes ITS function&ditynonitor and secure trains, rail cars, fixed
assets (track, wayside equipment and highway-rail intersecaospersonnel. Rail Security focuses on
freight rail (security aspects of passenger rail arereavander transit security). The current version of
the National ITS Architecture addresses a subset of thalbaeza of rail security, specifically interfaces
between rail entities and highway entities. These are teganes relating to highway rail intersections
(HRI) and the interfaces from rail operations to traffic @mlergency management functions of the
architecture.

The primary security function associated with HRI is suramde of the intersection, which is performed
in the architecture by the Roadway subsystem. The markeagmadkat provides this function is
ATMS14, Advanced Railroad Grade Crossing.

The interface between rail operations and the traffic manageffoections is expressed in the
architecture as the interface between the Rail Operatemsinator and the Traffic Management
Subsystem and contains incident and advisory information. Icigded in market packages ATMS13
(Standard Railroad Grade Crossing), ATMS14 (Advanced RailroadleGCrossing), and ATMS15
(Railroad Operations Coordination).

The interface between rail operations and the emergency marnggémetion is expressed in the
architecture as the interface between the Rail Opasatierminator and the Emergency Management
Subsystem. The market packages that address this interéaéd S08 (Traffic Incident Management
System), for normal incidents; EMO08 (Disaster Response andvRry), for disaster response; and EM09
(Evacuation and Reentry Management), for coordination during evacuations.
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The area of transit security addresses passenger, faaililyasset security for passenger rail and bus
transit systems. The area addresses surveillance and semstaring of transit stations, stops, facilities,
infrastructure, and vehicles. The surveillance includes bmtbovand audio surveillance. The sensor
monitoring includes threat sensors (e.g. chemical agent, twhisstrial chemical, biological, explosives,
thermal, acoustic and radiological sensors), object detectiororsermmotion or intrusion detection
sensors, and infrastructure integrity sensors.

Transit-related systems also include analysis of sensor eeilkamce outputs for possible threats and
automatic notification of appropriate transit or public safeysonnel to potential threats. The Transit
Security area supports traveler or transit vehicle openaittated alarms that are monitored by central
dispatch or the local police. This area also includes a $eownagement and control capability that not
only provides detection, identification and notification of threatencidents, but also allows the transit
agency to take response measures such as remote vehatlindisin addition, this area also provides
access control to transit vehicles, requiring positive operdéentification before transit vehicles can be
operated.

Another aspect of the Transit Security area of the NatiorfalArchitecture is to provide emergency
information to travelers using the transit system by vigsighs) or audio messages on-board the transit
vehicle, at transit stops, or in transit facilities. Fipallhe transit security area will interface with
appropriate security agencies (e.g., the Transit InformatioarBe Analysis Center) to assist in analysis
of threats and to report threats.

The Transit Security area’s key market package is Tr&escurity (APTS05). This market package
includes six key interfaces.

The first key interface is between the Transit Vehiadsystem and the Transit Management
Subsystem for traveler or vehicle operator initiated alarms, leetligabling, and vehicle operator
authentication.

The second key interface is between the Transit Vehicle Sidmsyand Emergency Management
Subsystem (representing either a public safety agency quthlec safety aspects of a transit
agency e.g., transit police) for traveler or vehicle operatitiated alarms, surveillance, and
sensor monitoring.

The third key interface is between the Remote Traveler Sugpbsystem (representing devices
in public transit areas such as transit stations) and EmeygManagement Subsystem for
traveler initiated alarms, surveillance, and sensor monitoring.

The fourth key interface is between the Security Monitoringsgstem (representing devices in
non-public transit areas such as transit yards) and Emergennggktaent Subsystem for
surveillance and sensor monitoring.
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The fifth key interface is between the Transit Management yStdéda and Emergency
Management Subsystem for sharing emergency information and coordinaittegimesponse.

The sixth key interface is between the Emergency Manege8ubsystem (representing either a
public safety agency or the public safety aspects of a tragsiicy e.g., transit police and the
Alert and Advisory Systems terminator for sharing of threébrmation or threat data for
analysis.
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Transportation infrastructure can be monitored and protected by a an@adof ITS technologies.
Transportation infrastructure security includes the monitoringrafisportation infrastructure (e.g.,
bridges, tunnels and management centers) for potential threatsseassws and surveillance equipment.
Threats to infrastructure can result from acts of natug,(hurricanes, earthquakes), terrorist attacks or
other incidents causing damage to the infrastructure (e.gy, Istrge hitting a bridge support). Barrier
and safeguard systems are used to preclude an incident, cactss aluring and after an incident or
mitigate impact of an incident.

The Emergency Management Subsystem monitors the transportafiiestructure. Information on
threats is shared primarily with the Other EM, TMS, and MC3Bsystems but can also be shared with
other subsystems. The Traffic Management Subsystem corfimlbatrrier and safeguard equipment
although Emergency Management can request deployment. The sectmtyspbrtation infrastructure is
covered primarily in the Transportation Infrastructure Prote¢idh05) market package.
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The Traveler Security area is responsible for increabimgafety and security of travelers in public areas
including public transit facilities, bicycle paths, bridges, tunngarking faciliies and (major)
intersections and other roadway features.

There are four key market packages that represent the Tragelertparea.

The Transit Security (APTS05) market package provides faveker security through
surveillance and sensor monitoring to warn of hazardous sitea®mvell as allowing travelers
to report emergencies.

The Transportation Infrastructure Protection (EMO05) mapleekage includes the monitoring of
transportation infrastructure (e.g., bridges, tunnels and maeage®nters) for potential threats
using sensors and surveillance equipment.

The Wide-Area Alert (EM06) market package uses ITS drwel traveler information systems
to alert the public in emergency situations that pose a threat tadifpraperty.

Finally, the Disaster Traveler Information (EM10) margatkage uses ITS to provide disaster-
related traveler information to the general public, includingcaation and reentry information
and other information (possibly responsive to specific travelpmests) concerning the operation
of the transportation system during a disaster.
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The discussion of a security and emergency response concegtratiaps in this document is somewhat
unique in that ITS security functionality and operations is trulguaset of the more traditional
transportation ITS functionality and operations. As noted inUber Needs discussion of this security
supplement, there is a very wide range of security needatioreto ITS in the SCAG region, and there
is just as wide a potential range of operational concepts and ddthitssection takes a look at high level
ITS security concept of operations, as it may be applied in two areas:

Securing ITS systems and infrastructure, and

Monitoring, identifying, responding to, and recovering from secudtyd environmental
infrastructure threats.

Both of these areas are derived directly from the NatioralS&curity Documentation, but this section
looks to place these in context with the overall transportaiperations relating to ITS. As the variation
between specific system and project needs, objectives, and deésigudstantial, this concept of
operations is meant to serve as a starting point for considargity operational concepts in relation to
transportation oriented ITS. For each ITS project with patksécurity related functions and needs, the
specific operations and operations stakeholders should be id&raifié security operations outlined and
documented during system development, deployment, and/or upgrades.

Premise

The basic premise of security ITS operational concepts isypoove the efficiency and safety of the
transportation component of emergency monitoring, response, and recoydrrysecurity related
objectives and operations concepts should be able to trace filgais dack to this basic premise and
answer the question of, “How will this functionality or operatiopabcess improve the monitoring,
response, and/or recovery of the transportation network fromntgdteerrorist, security, and/or
environmental threats?”

Objectives

In support of the basic ITS security operational premise, aeeies 0f basic operational objectives that
should be supported by the system and the functional/operational processessaeyed:

Improved Coordination — There should be the potential for enhancedrai@m internal to and
amongst the operational stakeholders who will typically includéxaof personnel and agencies
with transportation and security/enforcement related responsilitie

Improved Communications — Clear, reliable, and secure communicatied®y to any form of
effective transportation security/emergency activity rélgss if the communications are voice or
data. Communications could be direct in terms of the abilitynt#rnal or multi-agency
stakeholders communicating during an event, or it could relateetplanning and coordination
prior to an event.
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Improved Responsiveness/Flexibility — Transportation security relgsteinss and project should
enhance the responsiveness of transportation security andrutdrae resources, as well as
enhance the flexibility in terms of how these resources may be applied.

Improved Efficiency — Finally, the systems and project shoufchiece the operational efficiency
of the near- and long-term response to security and environmergatstho the transportation
network not only by achieving the objectives above, but by allowing apgdosting more
appropriate and effective decisions to be made.

It should be noted that these objectives apply both to ITS psdjeat support long-range planning and
preparation aspects of security, as well as the real#tiowtoring, response, and recovery from actual
threats.

Operations Stakeholders

It is traditional in a concept of operations to identify the djmedtakeholders involved in the
system/operations and their roles and responsibilities. Ingbisfie circumstance, it is not possible to
achieve that level of detail, as almost any conceivablacggend stakeholder could have an operations
role relating to the wide range of ITS transportation secaplications. Where specific ITS security
projects are discussed in this document, more specific stakehdidee been identified, but some
generalizations are noted in the table below.

Table 5-3 - Operations Stakeholders

Agency/Type of Agency Operational Role(s)
Planning, preparation, and facilitation in advance of events, and potential
SCAG role as data clearing house and resource tracking prior, during, and

following events.

Other Regional Agencies
(Regional Associations aof Similar to SCAG but with more specific geographic or operationakarea
Governments, Port | focus.
Authorities, etc.)
Individual Transportation
Agencies
(Caltrans, Transit
Agencies, Cities, etc.)
Emergency Services
Agencies
(Law enforcement, fire,
medical, etc.)
Federal/State Agencies
(FEMA, FBI, National
Guard, US DOT, etc.)

Other Stakeholder
(Private/Public)

Planning and practice prior to event, with both near-term transportation
management and restoration activities during an event, and long-term
recovery following an event.

Planning, coordination, and practice prior to an event, with overall event
management and coordination during and following an event with an
emphasis on safety and security.

Overall notification of threat levels and types, as well as {acgée event
management, response, and recovery.

Varies, although they are likely to be users of the transportation netwprk
which is stressed under the event with roles for coordination, event
management, response, and recovery.
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For each ITS security project that moves forward with planaimd)deployment, the specific operations
stakeholders should be identified along with their respecties rand responsibilities from a security
perspective in relation to the system in question. The individied and responsibilities of stakeholders
are likely to vary significantly based on the type of threat/evedttl@scale of that event.

Foundation for Operations

For specific concepts of operations, the existing and planned systemdiscussed in some detalil,
however for the purposes of this architecture supplementnibig appropriate to discuss some crucial
operational aspects that relate to the planning, developmentegphayment of ITS security systems.
These aspects form a foundation for the sound development of amynsydich serves security
functions in an exclusive or supplemental manner.

Preplanned Scenarios and Responses — For any ITS application tfflatige use for security
purposes it must be designed, developed, and modified/deployed in conjwvithi@anseries of
preplanned security scenarios and responses. Scenarios coeldraang general threat which
prompts the increased monitoring and application of security r@ur order to better protect
transportation infrastructure, to a full regional respowsa tnassive incident which destroys a
wide range of transportation infrastructure and resources. debr ®/stem, there should be a
series of example scenarios and response situations ttststeen is proposed to support and/or
address.

Clear Stakeholder Roles & Responsibilities — For each sydtenprimary and secondary
stakeholders should be defined, and the ownership and maintenance responsflgitgsmajor
component of the system should be defined. This is particulaggrtant in the case where
some aspects of the system support shared functionality and operafkior the specific security
related scenarios and responses discussed above, the manner in ethithleholder will make
use of and/or support the system should be identified.

Integrated Communications — Most systems will require some form of irddgrammmunications
which may either be system specific or shared across neulygtems. It is important for
security related ITS applications to understand and descritmpérational issues related to the
integrated communications in terms of reliability, capacsgurvivability, and redundancy.
Multiple methods of communications with fallback options should beideresl for any system
expected to respond during or post event.

Common System Standards — The region is already well verslee benefits and application of
common standards for data, communications, and operations. Mastdlifty applications rely
on the use of shared system functionality, data, and resources Wwhidti be based on agreed to
standards. Potential security related standards and tipdicadgility is discussed at a high-level
elsewhere in this document, but it is important to identify ng aystem specific concept of
operations in the applicable standards being used and what fungparicularly shared
functions) that they support.

U‘RS 5-20 June 2008



SCAG Transportation Security Study SOUTHERN CALIFORNIA REGIONAL ITS ARCHITECTURE
UPDATE FOR TRANSPORTATION SECURITY

Integrated Resource Sharing — Beyond the simple application ob@erdtions using national
and regional standards, the integrated operation and sharing of resoustebe addressed. This
includes identifying which potential users and uses have prioviey shared resource under
particular scenarios. For example, the integrated use andgloftransportation surveillance
video can serve many functions at various levels of eventseapdnses from identifying threats
to infrastructure, to assessing/managing evacuations, to longitanagement of transportation
infrastructure and resources during recovery. Operational pnahould identify shared
resources, by whom, and how they will be used.

Creative and Flexible Application of ITS Resources — The asréainty about security and
emergency situations is that they are uncertain. ITS systedhprojects should seek to integrate
operational and functional flexibility that leaves open the patltifeative application and use of
resources. Operational concepts relating to security apphsadf ITS should define the range
of situations under which they system(s) would be used, ass/elhere operational flexibility is
most desirable. This aspect of operations can best be defirmdihthe coordinated and
collective planning of the all of the identified stakeholders.

Stakeholder Communications — Security situations and everdasnadjor nature involving the
transportation infrastructure can sometimes be infrequent termiittent. This means that
methods for on-going stakeholder communications involving ITS applisatind their use in
operations are essential. Ideally, applications and operationgecttied out and tested during
practice and training situations which involve operations staffi enhance their level of
familiarity with each others resources, data, and operational methods

Each of these foundational aspects should be considered and appliedr&rseclrity applications or
the potential use of transportation ITS for security needensidered. It should be highlighted that ITS
is only a resource and a tool, and it is through the manner and methods that it is dppheathieve the
desired objectives before, during, and following an event.

Operations Processes

As noted previously, it is advised that operational concepts andgsex be identified for each specific
security ITS application or system as they are developed and deploygdséful to highlight some high
level security related processes relating to transpamtditS. These processes are most likely to be of
use to transportation professionals and specialists in assegsgoles their systems or resources may
have in terms of security applications.

Following the National ITS Security Documentation, two basit heyel process flows were developed
with stakeholders, process steps, and commentary included with each flow.

Figure 5- 1 -Securing ITS basic process flow — Looks at high-level presessdating to access
and data threats and security for ITS systems.
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Figure 5- 2 -Event security related process flow — Provides a high-levekpsodescription for
basic monitoring, event identification, response, and recovery actions.

Review of these flows may prove helpful in developing more spemjiferational concepts and system
functionality.
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Figure 5-1 - Securing ITS Basic Process Flow
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Figure 5-2 - Event Security Related Process Flow
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At this point the needs, services and market packages |lagsvhe roles of the agencies have been
defined in order to continue to developing ITS services. Thesteatis to list the tasks or activities that
are performed by the systems themselves. This can be #ith@xisting systems or those that are
planned. Functional requirements can be high level in natura fgan such this. For a project

architecture leading to the procurement of a system, they afilhecessity, be very detailed. The

following functional requirements are based on the supplemental secujagtpisi, found in Table 8-2.

1. Stakeholder: SCAG, MPO'’s, Transit Agencies, EMC's
System: Regional Traveler Information Systems

The system(s) shall provide all and any information to users thatnwitbve emergency
notification and evacuation.

2. Stakeholder: SCAG, MPOQO'’s, Transit Agencies, EMC'’s
System: Multi-agency Video Sharing and Distribution

The system(s) shall provide a common web enabled and secure clearirfghouse
transportation video surveillance.

The system(s) shall provide the ability for images to be converted toracoselected and
web capable format and then distributed through secure Internet and corhwieetegs

channels.
3. Stakeholder: SCAG, MPO’s, Transit Agencies, EMC’s, Local Jwtisatis
System: Multi Transportation Agency Regional Interfaces

The Stakeholders shall develop special event management systems toatecekhsonal
traffic, emergency management, disaster operations, and wide acemgon.

The system(s) shall enable the sharing of traffic information amorfgaidgern California
Caltrans districts and transportation agencies to support a regootedl strategy.

The system(s) shall provide the ability to relinquish control of lagahcy signals to
regional TMC during significant events or natural disasters to niairggional traffic flows.

4. Stakeholder: SCAG
System: ITS Data Systems Repository

The Stakeholder shall develop and implement a web-based regional educafionttansit
agencies, transportation agencies, law enforcement, and emergency resjponcietide
relevant data, links, and contact information to enhance awareness anexiséraf ITS

related data including traffic information, emergency preparednesespohse, and
evacuation plans.

5. Stakeholder:  Caltrans
System: Interstate DOT Information Exchange

The system(s) shall provide the ability for Caltrans to coordinate ahdmege data with
Nevada and Arizona DOT for incident management, emergency response, anti@vacua
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6. Stakeholder: LAWA, Airport Operators
System: Airport Security Enhancement

The system(s) shall provide the ability for surveillance and sensoraringibf airports,
support facilities, infrastructure, and vehicles.

7. Stakeholder: Caltrans, MPO'’s, EMC's, Law Enforcement, Local Agentiansit Agencies
System: Traffic Management Center and EMC Communications

The system(s) shall provide new and improve existing communication sysétween
traffic management centers (TMC’s) and between TMC’s and EMC'’s

The system(s) shall enable information exchange between all S @altrans Districts

The system(s) shall enable information exchange between all S @altrans Districts
and other local agencies

The system(s) shall enable communications between Sherriff, CHRarGaEmergency
Operations Centers, and local agencies during emergency events

The system(s) shall enable information exchange between and amoitgtiansies

The system(s) shall enable the sharing of traffic information andot@mbong traffic
management centers to support a regional control strategy, adding thergoatian links
and integrated control strategies that enable integratedunisgtictional traffic control.

8. Stakeholder: SCAG, Caltrans, TMC operators, EMC's
System: Evacuation and Emergency Response Resource Management

The Stakeholders shall develop sub-regional focal points to reféizdhs during
emergency events

The system shall provide the ability for Caltrans, EMC, and TMC'satktall response
resources including maintenance and construction vehicles

The system shall provide a database of regional resources to monitcacknal response
resources including vehicles and all assets that are necessary dwingrgancy event such
as food, water, medical supplies, temporary shelters, etc.

9. Stakeholder: UP, BNSF, SCCRA, Amtrak
System: Regional Rail Grade Crossing Security

The system(s) shall provide for the installation of sensors andls&amge to monitor at-
grade rail crossings

The system(s) shall provide for the installation highway-railroaasettions with train
detectors and advance warning systems

The system(s) shall provide the ability to link train detectors tddrsiffnal system and EMS
dispatch

The system(s) shall provide for the installation ITS systems ta diebicles to alternate
routes at and in advance of blocked at-grade rail crossings on maj@isudaring train
events (HAZMAT, derailment, train-vehicle collision)

The system(s) shall provide the ability to view and control CCTV througimddWs based
system that is compatible with Intelligent Roadway / Rail Interfaste®h (IR/RIS) program
and sub-regional ATMS and ATIS.
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Stakeholder:  Ports, Law Enforcement, Emergency Responders, Comietii@é Operators
System: Common Format Hazardous or High Priority Vehicle Tracking

The system(s) shall provide a common format and standard for seakiagrof high
priority safety concern vehicles or goods movement.

The system(s) shall enable information dissemination, including esamiformation,
through a common interface to emergency services, law enforcement, aneletrant
agencies.

Stakeholder:  Transit Agencies, EMC’s, TMC Operators
System: Emergency Notification of Transit Operators

The system(s) shall enable emergency information disseminatiangit operators via
connections from EMC and TMC'’s

Stakeholder: SCAG, MPQ's, Caltrans
System: Regional Centralized Information Clearinghouse

The Stakeholders shall develop a regional forum for members of thpdrat®n and
emergency management communities to coordinate transportation aritysettiatives,
and to reach agreement on how to work more closely together during the decisicatioot
process prior to and following an event.

The system shall extract information to enhance the effectivenaggities responsible for
security preparedness and emergency response.

Stakeholder:  SCAG
System: Regional Integrated GIS Database

The Stakeholder shall develop a regional repository of GIS data for usedbagencies in
emergency planning, and response, in a standardized format.

Stakeholder:  Transit Agencies, SCCRA, Amtrak
System: Transit Station Surveillance

The system(s) shall provide the ability for surveillance and sensorarogibf transit
stations, stops, facilities, infrastructure, and vehicles.

Stakeholder: UP, BNSF, SCCRA, Amtrak, EMC's
System: Rail Infrastructure Security

The system(s) shall provide for the installation of ITS devicdadittg communication
backbone to monitor and secure trains, rail cars, fixed assets (trackgjeveguipment),
highway-rail intersections and personnel

- The system shall provide interfaces to traffic and emergency s centers.
Stakeholder:  Transportation Agencies, Local Jurisdictions
System: Critical Transportation Infrastructure Surveillance &rimbtion Dissemination

The system shall provide for the installation of ITS devices to imgrémnaffic management
systems and field elements on corridors with security concern or sigeiig@and or
identified critical transportation infrastructure that are nayed and controlled by local
agencies including CCTV, HAR, RWIS, DMS, vehicle detection stationspomncations
infrastructure, related to surveillance or information dissetioina
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17. Stakeholder: Caltrans, MPO's

18.

19.

20.

21.

System: Traffic Control & Management Systems

The system shall provide for the installation of ITS devices to ingnémnaffic control and
management systems to enhance emergency response and evacuation

The system shall provide centralized traffic control systems (T&€8)ies for signal
monitoring and control, incident management, event management, transit cibondiiés
element control and provide connection to sub-regional TMC and adjadest cit

The system shall provide Advanced Traffic Management System (ATdA&tect and
monitor signal status, identify traffic congestion and incidents, apthglisnformation
through a fully integrated mapping function.

The system shall provide ATMS data sharing capability to coordinatetiopsravith
Caltrans and adjacent cities and provide arterial information tee@dranformation system
covering a larger area and multiple modes.

Stakeholder:  Transit Agencies, Law Enforcement, Caltrans, MPOsrdgemcy Responders,
EMC’s
System: Emergency Event Communications Equipment

The system shall enable transit operators, law enforcement, transpogatarea, and
emergency personnel to communicate with each other and EMC’s during eseiitiag in a
power outage (satellite phones, inter-regional radio system, etc.).

Stakeholder:  Transit Agencies, Law Enforcement, Caltrans, MPO&srdemcy Responders,
EMC'’s
System: Emergency Response Communications Infrastructure

The system shall enable information sharing and communication betweendpenators,
law enforcement, transportation agencies, and emergency personnel dynificasit events
or natural disasters.

The system shall provide the ability for local agencies to shareal&ated from local
traffic management systems with other agencies, transit opemtwesgency services, and
law enforcement.

Stakeholder:  UP, BNSF, EMC’s, Emergency Responders
System: Rail Location and Notification

The system shall provide the ability for rail operators (UP, BN&Rptify public agencies in
SCAG region of manifest data within 24hrs of receiving the data to lilstwvesponders to
properly respond in an emergency event.

The system shall provide installation of necessary ITS systemsriotsdia location and 1D
data with public agencies.

Stakeholder:  Local Jurisdictions
System: Arterial Interfaces

The system shall provide the ability for sharing of real-timeitrafinditions across county
boundaries by local agencies.
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Stakeholder: SCAG, MPOQO's, Caltrans
System: Data Archive

The system shall provide regional archiving capability for long ternmptg to assist in
preparation and response to emergency events.

Stakeholder:  Ports
System: Ports Security

The system shall provide installation of sensor and surveillance equipmmaonitor all
entrance points, critical infrastructure, perimeter security, anddio ¢cammercial
vehicles/freight equipment, monitoring identities, monitoring freigjigment, and monitor
commercial vehicles.

Stakeholder:  I-5 JPA, Ports, Gateway COG
System: Ports Traffic Information

The system shall provide for the installation of ITS systems to enleaistang Port traffic
information dissemination

The system shall enable the ports to receive real-time traffic aomalftom local agencies
and disseminating real-time port information and traffic conditions td égsncies and to
Commercial Vehicle Operators.

Stakeholder:  SCRRA, MTA, Amtrak, EMC’s
System: Passenger Information System

The system shall provide the ability for all rail operators to digs&ireal-time train
information and emergency response and evacuation information tasséngers via
automated in-train audio and video devices, mobile electronic devicescasides

Stakeholder: SCAG, EMC's
System: Infrastructure Damage and Readiness Tracking System

The system shall provide the ability for a web enabled database andf@shucture data
tracking system.

The system shall provide the ability for information to be entered throadile field
devices and web enabled client terminals over radio/cell.

Stakeholder:  SCAG, EMC'’s, Transportation Agencies, Law EnforcerBargrgency
Services
System: Security Threat and Guidance Clearinghouse

The Stakeholders shall develop a database and GIS resources withtg Seeatiand
response guidance expert system and information process.

The system shall allow for the receipt of generalized threat infmmfxom federal, state,
and regional law enforcement and security agencies, and then trariskatenieaningful
areas of security focus for transportation agencies.

The system shall provide a series of guidelines and expert input threails down into key
focus areas and suggestions distributed to transportation agenciesailafaxinand/or web.
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Although it is important to identify the region’s ITS stakehaddand various systems, the primary

purpose of the ITS Architecture is to identify the connectilagtween ITS systems in the region,

existing, planned, and future. The interconnect diagram illusthagd level relationship of the elements

in the region. The customized market packages represeittesetivat can be deployed as an integrated
capability. The market package diagrams show the informalbovs fbetween the subsystems and
elements within the region that are most important to the apesat The interactions between these
systems are an integral part of the overall architecture.

Above mentioned in the regional stakeholders section, there erdivw hundred elements identified as
part of the SCAG ITS Architecture, including safety and sgcatakeholders. These elements include
cities, counties, transportation commissions, law enforcemeatdépartments, international ports of
entry, airports, seaports, offices of emergency management, alic smrrivice agencies. All (entities)
would be essential to the existing and planned physical componentsotitabute to the regional
intelligent transportation system. Under new federal rulgidrRal ITS Architectures now incorporate
safety and security stakeholders.

In the following, the regional ITS architecture outlines anfework for integrating systems that reap the
benefits of sharing data. The National Architecture Intercoisnend Information Flows is the point at
which the framework for integration is identified and the potentaglare examined.

The interconnects are graphically illustrated using TurboAechite™ in a figure in Appendix D. The
detailed flows are illustrated using TurboArchitecture™ foe sequencing of projects identified in
Section 8.
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The regional ITS architecture is implemented through many oheVil TS projects that occur over years,
or even decades. In this step of the Regional ITS architedewvalopment, a sequence of ITS projects
that will contribute to the integrated regional transportaticstesy is identified. An ITS project is
defined by FHWA as “Any project that in whole or in part funds #tquisition of technologies or
systems of technologies that provide or significantly conteilbo the provision of one or more ITS user
services as defined in the National Architecture.” nc8ithese projects are regional in concept, they
generally represent the highest stages of ITS development,Caltrans interfaces represent the
integration of data exchange between the four (4) Caltrastsiddisystems. They tend to represent the
top level of sequencing of projects. Lower level projects are to be found @ounty level architectures.

The FHWA Regional ITS Guidance Document also refers to prgequencing as representing
consensus building about setting priorities that show how IT®grsfan build one another. For this
document, Stakeholder meetings and discussions were used to identify thes fistg below.

Table 8 1 - 2004 Architecture Project Sequencing contains theglistiprojects from the 2004 Southern
California Regional ITS Architecture by title, market pag&, Stakeholder(s), simple description, and the
expected timing (S= short term, M=medium term, L=long term).s Tdiile has been supplemented with
a reference system. “AP-1", and subsequent numbering, has beéent@ddsist in referencing projects
from the 2004 SCAG Regional ITS Architecture with “AP” beingaaronym for “Architecture Project”.
The projects listed in this table were taken directly ficmble 8-1: Project Sequencing, Page 8-2, of the
Southern California Regional ITS Architecture, 2004. Securlgted architecture projects included in
this security supplement are referred to as SAP-1, SAP beirmgranym for “Security Architecture
Project”. These projects are listed in Table 8-2. All mtgj@are listed irrespective of whether or not they
will be funded through federal sources.

* This text for this section was taken in whole frtma 2004 Southern California Regional ITS Architee.
However, Table 8-2 has been added to include theritg related ITS projects related to this addendu
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Table 8-1 - 2004 Architecture Project Sequencing

Project
Number Project Title Market Package(s) Stakeholder(s) Desiption Timing
2004 AP-$ Multi Caltrans ATMS7: Regional Caltrans Sharing of traffic information among treuthern California M
Districts Interfaces Traffic Control Caltrans districts to support a regional contratety.
2004 AP-2 Arterial Interfaces ATMS7: Regional| Local Jurisdictions| Sharing of real-time trafficnclitions across county L
Traffic Control boundaries by local agencies.
2004 AP-3 Data Archive AD3: ITS Virtual Regional Partners| Provide for a regional archiagability for long term L
Data Warehouse planning.
2004 AP-4 Data Dictionary Standards Regional Partners| Develop and maintain a dataodiatly for the region. The M/L
Development resulting output of the data dictionary will berslards that
the region could use to promote consistency of dathange.
No market package is currently available now tacdbe this
project. It might lead to the development of a mearket
package in Archived Data Management System
2004 AP-5 Ports Traffic ATMSO01: Network I-5 JPA/Ports The Ports are currently planning&iall Closed Circuit M
Information Surveillance Television (CCTV) cameras, Changeable Message Signs
(CMS), and gate queue detectors. These devickalloiv
the ports to disseminate real-time port informatmn
commercial vehicle operators. The ports will beereing
real-time traffic conditions from local agencies.
2004 AP-6 Ports General Traffic] CVOO0L1: Fleet I-5 JPA/Ports Disseminate general port informatmthe Commercial M
Dissemination Administration Vehicle Operators.
2004 AP-7 Upgraded Rail Fare | APTS4: Transit SCRRA Includes future capital projects entailing tbllowing: M
System Passenger and Fare . . . .
Management Ticket vending machine and validator purchase/upgra
2004 AP-8 Upgraded Passenger APTS4: Transit SCRRA Includes future capital projects entailing tbllowing: M

Information system

Passenger and Fare

® AP-1, and subsequent numbering, has been addessisi in referencing projects from the 2004 SCASgiBnal ITS Architecture. “AP” is an acronym for
“Architecture Project”. The projects listed inghiable were taken directly from Table 8-1: Profgetjuencing, Page 8-2, of the Southern Califoreigidhal

ITS Architecture, 2004. Security related architeetprojects included in Table 8-2 will be refertechs SAP-1, SAP being an acronym for “Security

Architecture Project”.
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Project
Number Project Title Market Package(s) Stakeholder(s) Desiption Timing
Management Electronic passenger information system
2004 AP-9 Rail Sealed Corridor ATMS 14: SCRRA Various alternatives will be studied inclugliuad gates for S
Advanced Railroad the best line protection to prevent drivers fromedeating the
Grade Crossing line as trains approach and enhance safety. Tétepfiiority
locations are the Antelope Valley Line and VentGmunty
Line. These segments are also within the Califoligh
Speed Rail Corridor
2004 AP-10 Quad Gate ATMS 14: SCRRA Investigate alternate means of clearing thesing by S
Synchronization Advanced Railroad detecting vehicles that are still in the crossiadhe first
Grade Crossing barrier is lowered and synchronize actions witkfitaignal
systems in the vicinity
2004 AP-11 Rail Fiber ATMS 15: Railroad SCRRA A fiber communication backbone is gradua#ynl installed SIM
Communication Operations throughout the system to enable both voice and data
Coordination transmission linking to central dispatch in Pomona
2004 AP-12 Rail Camera ATMS 1: Network SCRRA Camera to be installed at Union station uaififpmeland SIM
Surveillance Surveillance Security grant.
ATMS 15: Railroad
Operations
Coordination
2004 AP-13 GPS Train Location | ATMS 15: Railroad SCRRA Project is underway and will be on-goingdome time. The S
System Operations completion of the fiber communication is of imparte.
Coordination Human interpretation of information remains of impnce in
understanding train delays before posting of infation.
There is no fully automated on-time performanceeys
2004 AP-14 Rail Information ATMS 6: Traffic SCRRA Future real-time information projects inchglPDAs, e-mail L
Dissemination Information and pagers, displays in trains. The current welbsiteonly
Dissemination static displays.
2004 AP-15 Rail Ticket Vending | APTS 4: Transit SCRRA Future upgraded systems will take multipleliaéor inter- L
Machines (TVMS) & | Passenger and Fare operability including Metro’s Universal Fare Syst€dFS).
Validation Equipment | Management
2004 AP-16 Rail Automated APTS 4: Transit SCRRA These sub-systems would be capable of margteil L
Passenger and Fare boarding and alighting and down loading information
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Project
Number Project Title Market Package(s) Stakeholder(s) Desiption Timing
Passenger Counters Management central processing.
2004 AP-17 Parking and ElectronjcATMS 15: Railroad SCRRA Pursuing funding to support this project.
Signage at Metrolink | Operations
Stations Coordination
2004 AP-18 Rail Automated APTS 6: Transit SCRRA Long-term goal as funding becomes available. L
Maintenance Support| Maintenance
2004 AP-19 Rail Data Archiving AD 2: ITS Data SCRRA Long-term, electronic collection and delivefySection XV L
Warehouse data
2004 AP-20 Emergency To be determined Regional Partners A study underrphg to examine the components of L
Management / integration including concept of operation, roled a
Security Region Wide responsibilities, functional requirements. To arat a
Integration regional architecture for the topic plus the idicdtion of the
projects.
2004 AP-21 Regional Traveler ATIS 1:Broadcast Regional Partners| A general project category thagis potential multi-agency SIM
Information Traveler initiatives to increase integrated disseminatiotrafeler
Information information as widely as possible throughout thatBern
ATIS 2: Interactive California Region.
Traveler
Information
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Table 8-2 - 2008 Security ITS Project Sequencing

Project
Number Project Name Market Package(s) Stakeholder(s Prog Description Timing
2008 SAP-16 Regional EMO9 Evacuation and Reentry SCAG, MPO's, | Based on 2004 AP-31 SIM
Management i

;l;\rfil)\:?rigiion for g . AT:;r::Si(Iets This project should provide the ability to implerhen

Evacuation EM10 Disaster Traveler EgMC’s7 ' | multi-jurisdictional Advanced Traveler Informati@ystem

Routing and Information (ATIS) to collect, process, validate, and dissendrmth

9 pre-trip and en route real-time information to pabl

E_merg.ency agencies, private stakeholders, and the publiciétict:

Diversion ' ' '
Emergency and evacuation information regionally to
inform travelers of an emergency event, affectedsyr
and evacuation instructions
Freeway/arterial congestion, video images, andsliok
alternative transportation services via web page(s)
Interstate/inter-region traveler information congria
wide area (targeted to CVO)
Supporting the MATIS system.

2008 SAP-2 Multi-agency ATIS06 — Transportation SCAG, MPO’s, | Establish a common web enabled and secure clelaoinge M
Video Sharing Operations Data Sharing Transit for transportation video surveillance for use byltiple
and Distribution Agencies, transportation and security agencies for secuntyevent
EMC'’s preparation, response, and evacuation. Providalitigy

for images to be converted to a common selectedvaid
capable format and then distributed through sekueznet
and commercial wireless channels.

® SAP is an acronym for “Security Architecture Pabje
" EMC is an acronym for “Emergency Management Cénlet includes Office of Emergency Services (OBSyergency Operation Center (EOC), and all
facilities of this type.
82004 AP-21 refers to a Southern California Redi#fia Architecture project. To assist in referemcthese projects, a numbering system was cre&d?!.
is an acronym for “Architecture Project”. Please Jable 8-1 in this report for the list of prognt the 2004 Southern California Regional ITS Atextture.

June 2008
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Project
Number Project Name Market Package(s) Stakeholder(s Proge Description Timing
2008 SAP-3 Multi ATMSO03 - Surface Street Caltrans, Based on 2004 AP-1, AP-2 M/L
Transportation Control SCAG, MPO’s, . .
Agency ATMSO7 — Redional Traffi Transit Develop spec_lal event management systems to cadedin
Regional €gional lrarmc Agencies seasonal traffic, emergency management, disaster
| 9 Management 9e ' operations, and wide area evacuation by sharifiictra
nterfaces ] ) EMC's, Local | . . . .
ATMSO08 — Traffic Incident Agencies mfor_mauon among the _Southern Qahforma Caltr_ans
Management System districts and transportation agencies to suppogg@nal
. control strategy. Provide the ability to relinduisontrol of
EMO8 — Disaster Response and local agency signals to regional TMC during sigrfit
Recovery events or natural disasters to maintain regiowdfi¢rflows.
EMOQ9 - Evacuation and
Reentry Management
2008 SAP-4 ITS Data AD2 - ITS Data Warehouse | SCAG, MPO’s, | Develop and implement a web-based regional eductatio S
Systems Caltrans tool for transit agencies, transportation agend®s,
Repository enforcement, and emergency responders to provielearg
data, links, and contact information to enhanceraness
and use of existing ITS related data includingdficaf
information, emergency preparedness and responde, a
evacuation plans.
2008 SAP-5 Interstate DOT ATMSO07 - Regional Traffic Caltrans, Provide the ability for Caltrans to coordinate @&xdhange M
Information Management NDOT, data with Nevada and Arizona DOT for incident
Exchange AZDOT management, emergency response, and evacuation.
2008 SAP-6 Airport Security EMO5 — Transportation LAWA, Provide the ability for surveillance and sensor iwing S
Enhancement Infrastructure Protection Airport of airports, support facilities, infrastructure darehicles.
APTSO05 — Transit Security Operators The surveillance includes both video and audio
surveillance. The sensor monitoring includes thseasors
(e.g. chemical agent, toxic industrial chemicabldgical,
explosives, thermal, acoustic and radiological ses)s
object detection sensors, motion or intrusion d&tac
sensors, and infrastructure integrity sensors.
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Project
Number Project Name Market Package(s) Stakeholder(s Proge Description Timing
2008 SAP-7 Traffic ATMSO07 — Regional Traffic Caltrans, Based on 2004 AP-1 M/L
Management '
EZA::tae?ngceantMC d . EMMCPS i’aw This project will utilize ITS to develop new andpnove
Communicationsl APTS07 — Multi-modal Enforcement. | €XSting communication systems between traffic
Coordination Local ' | management centers (TMC'’s) and between TMC's and
ATMSO03 — Surface Street Agencies, EMC'’s through:
Control Transit Improving information exchange between all SCAG
ATMS04 — Freeway Control Agencies region Caltrans Districts
EMO09 — Evacuation and Improving information exchange between all SCAG
Reentry Management region Caltrans Districts and other local agencies
ATIS06 — Transportation Improving communications between Sherriff, CHP,
Operations Data Sharing Caltrans, Emergency Operations Centers, and local
agencies during emergency events
Improving information exchange between and among
transit agencies
Sharing of traffic information and control amongftic
management centers to support a regional control
strategy, adding the communication links and ireieegt
control strategies that enable integrated inter-
jurisdictional traffic control
2008 SAP-8 Evacuation and| - AD2 —ITS Data Warehouse SCAG, Utilized ITS to facilitate enhanced regional evammand M
Emergency EMO1 — Emergency Call- Caltrans, TMC | emergency response by:
Response Taking and Dispatch operators, Developing sub-regional focal points to refer iizens
Resource EMOS — Di R d EMC’s during emergency events
Management — Disaster Response an
Recovery Providing the ability for Caltrans, EMC, and TMQts
EMO9 — Evacuation and track all response resources including maintenande
Reentry Management construction vehicles
APTSO1 — Transit Vehicle Developing a database of regional resources totaron
Tracking and track all response resources including vehaes
all assets that are necessary during an emergeroy e
such as food, water, medical supplies, temporary
shelters, etc.
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Project
Number Project Name Market Package(s) Stakeholder(s Proge Description Timing
2008 SAP-9 Regional Rail ATMSO08 — Traffic Incident UP, BNSF, | Based on 2004 AP-9, AP-10, AP-11, AP-12 M
Grade Crossing Management System SCCRA, . . .
Security ATMS13 - Standard Railroad Amtrak Improve rail grade crqssmg security and respoose t
andard Railroa emergency events by:

Grade Crossing i ) ) .
Using sensors and surveillance to monitor at-graide

ATMS14 — Advanced Railroag crossings

Grade Crossing : ) ) , i , )

) Improving highway-railroad intersections with train

ATMS15 — Railroad detectors, advance warning systems and link train

Operations Coordination detectors to traffic signal system and EMS dispatch
Utilizing ITS elements to direct vehicles to alteta
routes at and in advance of blocked at-grade rail
crossings on major arterials during train events
(HAZMAT, derailment, train-vehicle collision)
Providing the ability to view and control CCTV thugh
a Windows based system that is compatible with
Intelligent Roadway / Rail Interface System (IR/RIS
program and sub-regional ATMS and ATIS.
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Project
Number Project Name Market Package(s) Stakeholder(s Proge Description Timing
2008 SAP-10 Common Format- CVOO1 — Fleet Administration  Ports, Law | Provide a common format and standard for secuckitrg SIM
ngard(_)ug or CVOO02 — Freight Enforcement, | of high priority sa_fety_ concern vehicles or goods
High Priority Administration Emergency | movement. Provide information through a common
Vehicle ) Responders, | interface to emergency services, law enforcemenadt,ceher
Tracking CVOO03 - Electronic Clearance  commercial | relevant agencies. Include manifest informatianpimper
CVO04 — CV Administrative Vehicle response efforts.
Process Operators
CVvOO07 — Roadside CVO
Safety
CVO08 - On-board CVO and
Freight Safety and Security
CVO10 - HAZMAT
Management
CVO11 - Roadside HAZMAT
Security Detection and
Mitigation
CVO12 — CV Driver Security
Authentication
CVO13 - Freight Assignment
Tracking
2008 SAP-11 Emergency ATMS08 — Traffic Incident Transit Enable emergency information dissemination to ftans SIM
Notification of Management System Agencies, operators via connections from EMC and TMC's
Transit EMC's, TMC
Operators Operators
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Project
Number

Project Name

Market Package(s)

Stakeholder(s

Proge Description

Timing

2008 SAP-12

Regional
Centralized
Information
Clearinghouse

SCAG, MPQ'’s,
Caltrans

Based on 2004 AP-3

Provide a central information clearinghouse by:

Developing proactive transportation security sges
that support economic vitality in the region;

Enhancing the effectiveness of agencies resporfgible
security preparedness and emergency response;

Ensuring that regional transportation technology
investments meet the needs of emergency responde
through interoperable, robust, and strategically

redundant ITS and communications infrastructure;

Providing a regional forum for members of the
transportation and emergency management commu
to coordinate transportation and security initiesivand
to reach agreement on how to work more closely
together during the decision natification processrito
and following an event;

Updating the regional ITS Architecture and assedciat
County architectures. describing specific systems
interoperability requirements to support regiorsdesy
and security objectives; and

Satisfying SAFETEA-LU requirements for regional
transportation planning to incorporate security
considerations.

S

s

ities

2008 SAP-13

Regional
Integrated GIS
Database

AD2 — ITS Data Warehouse

SCAG

Based on 2004 AP-3

SCAG shall offer a regional repository of GIS diause
by local agencies in emergency planning, and respdn a
standardized format.

M/L

8-10
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Project
Number Project Name Market Package(s) Stakeholder(s Proge Description Timing
2008 SAP-14 Transit Station APTSO05 — Transit Security Transit Based on 2004 AP-12 S
Surveillance Agencies, Provide the ability for surveillance and sensor itwing
SCCRA, . . o
Amtrak of tr_an3|t stations, sf[ops, fa_C|I|t|es, mfrastu_re!, and _
vehicles. The surveillance includes both video andio
surveillance. The sensor monitoring includes thseasors
(e.g. chemical agent, toxic industrial chemicabldgical,
explosives, thermal, acoustic and radiological se3)s
object detection sensors, motion or intrusion detec
sensors, and infrastructure integrity sensors.
2008 SAP-15 Rail ATMSO06 — Traffic Incident UP, BNSF, | Based on 2004 AP-11 S
Management System
Isnércausrti:ucture g y ) i?n?ri? Install ITS devices including communication backbado
y ATMS13 - Standard Railroad EMC's. monitor and secure trains, rail cars, fixed asgesks,
Grade Crossing wayside equipment), highway-rail intersections and
EMOS5 — Transportation personnel with interfaces to traffic and emergency
Infrastructure Protection management centers.
PTSO05 — Transit Security
2008 SAP-16 Critical EMOS - Transportatiqn Transportation | Implement traffic management systems and field etegm SIM
Transportation Infrastructure Protection Agencies, on corridors with security concern or significaneasl or
Infrast_ructure ATMSO1 — Network Local Agencies iden;ified critical transportation infrastruqtuh_aat are
Survellla_nce & Surveillance monitored and controlled by Io<_:a| agencies mclg_dln
Information ] ] CCTV, HAR, RWIS, DMS, vehicle detection stations,
Dissemination ATMSO06 — Traffic Information communications infrastructure, related to surveikor
Dissemination information dissemination.
MCO03 — Road Weather Data
Collection
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Project
Number Project Name Market Package(s) Stakeholder(s Proge Description Timing
2008 SAP-17 Traffic Control ATISO1 - Broadcast Traveler Caltrans, Based on 2004 AP-2 L
& Management Information MPO’s .
Svstems ) ] Implement traffic control and management systems to
y ATMSO07 — Regional Traffic enhance emergency response and evacuation including
Management - . )
Providing centralized traffic control systems (TG&)
ATMSO03 — Surface Street cities for signal monitoring and control, incident
Control management, event management, transit coordinatign,
ATMSO08 — Traffic Incident ITS element control and provide connection to sub-
Management System regional TMC and adjacent cities.
EMO09 — Evacuation and Implement an Advanced Traffic Management System
Reentry Management (ATMS) to detect and monitor signal status, identif
. traffic congestion and incidents, and display infation
EM10 — Disaster Traveler through a fully integrated mapping function.
Information
Provide ATMS data sharing capability to coordinate
operations with Caltrans and adjacent cities andige
arterial information to a traveler information st
covering a larger area and multiple modes.

2008 SAP-18 Emergency Transit Provide the ability for transit operators, law ecfEment, S
Event Agencies, Law | transportation agencies, and emergency personnel to
Communications Enforcement, | communicate with each other and EMC'’s during events
Equipment Caltrans, resulting in a power outage (satellite phonesyirggional

MPO'’s, radio system, etc.).
Emergency
Responders,

EMC's

2008 SAP-19 Emergency EMO8 — Disaster Response and  Transit Improve information sharing and communication betwe |  M/L
Response Management Agencies, Law | transit operators, law enforcement, transportatigencies,
Communications| .  ATMS08 — Traffic Incident Enforcement, | and emergency personnel during significant events o
Infrastructure Management System Caltrans, natural disasters. Provide the ability for loog¢acies to

MPO'’s, share data collected from local traffic managensgatems
Emergency | with other agencies, transit operators, emergeecyices,
Responders, | and law enforcement.

EMC'’s
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Project
Number Project Name Market Package(s) Stakeholder(s Proge Description Timing
2008 SAP-20 Rail Location ATMS08 — Traffic Incident UP, BNSF, | Based on 2004 AP-13 SIM
ificati Management System
and Notification g y EMC's, Provide the ability for rail operators (UP, BNSB)rotify
Emergency | public agencies in SCAG region of manifest datdnimit
Responders 24hrs of receiving the data to allow first respasde
P properly respond in an emergency event. Implement
necessary ITS elements to share train locatior @rthta
with public agencies.
2008 SAP-21 Arterial ATMSO07 — Regional Traffic | Local Agencies| _Based on 2004 AP-2 L
Management
Interfaces g _ _ Develop special event management systems to catedin
ATMS08 — Traffic Incident seasonal traffic, emergency management, disaster
Management System operations, and wide area evacuation by sharimgadf
EMO8 — Disaster Response and time traffic conditions across county boundariesdmal
Recovery agencies.
EMOQ9 - Evacuation and
Reentry Management
2008 SAP-22 Data Archive AD2 — ITS Data Warehouse | SCAG, MPO's, | Based on 2004 AP-3 M/L
Caltrans Provide for a regional archiving capability for gpterm
planning to assist in preparation and responsenergency
events.
2008 SAP-23 Ports Security EMOS5 — Transportation Ports Based on 2004 AP-5 S
Infrastructure Protection .- .
) Enhance existing Port security systems throughosearsd
CVOO03 —Electronic Clearance surveillance equipment to monitor all entrance t®in
CVOO07 — Roadside CVO critical infrastructure, perimeter security, andrick
Safety commercial vehicles/freight equipment, monitoring
. identities, monitoring freight equipment, and monit
CVOl.l —Road§|de HAZMAT commercial vehicles.
Security Detection and
Mitigation
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Project
Number

Project Name

Market Package(s)

Stakeholder(s

Proge Description

Timing

2008 SAP-24

Ports Traffic
Information

ATMSO01 — Network
Surveillance

APTS06 — Traffic Information
Dissemination

I-5 JPA/Ports/
Gateway COG

Based on 2004 AP-6

Enhance existing Port traffic information dissemination
through Closed Circuit Television (CCTV) cameras,
Changeable Message Signs (CMS), and gate queue
detectors. Enable the ports to receive real-time traffic
conditions from local agencies and disseminating real-
time port information and traffic conditions to local
agencies and to Commercial Vehicle Operators.

M

2008 SAP-25

Passenger
Information
System

APTS08 — Transit Traveler
Information

SCRRA, MTA,
Amtrak,
EMC's

Based on 2004 AP-8, AP-14

Provide the ability for all rail operators to disseminate
real-time train information and emergency response
and evacuation information to rail passengers via
automated in-train audio and video devices, mobile
electronic devices, and websites.

2008 SAP-26

Infrastructure
Damage and
Readiness

Tracking System| *

AD2 - ITS Data Warehouse
EMO7 — Early Warning Systen

EMO8 Disaster Response and
Recovery

SCAG, EMC’s

Deploy a web enabled database and GIS
infrastructure data tracking system. The system
would provide a ready multi-agency/multi-modal
method for identifying high level damage, required
repairs, and readiness of transportation infrastructure
following major events. The system will allow
information to be entered through mobile field devices
and web enabled client terminals over radio/cell.

2008 SAP-27

Security Threat
and Guidance
Clearinghouse

AD2 — ITS Data Warehouse
EMOQ7 — Early Warning Systen

SCAG, EMC's,
L Transportation
Agencies, Law
Enforcement,
Emergency
Services

Develop a SCAG database and GIS resources with a
security threat and response guidance expert syateim
information process. Allow for the receipt of gealized
threat information from federal, state, and regidaa
enforcement and security agencies, and then ttarisiato
meaningful areas of security focus for transpaotati
agencies. Include a combination of upfront threat
identification and risk classification to allow fgeneralized
threats as an input. Provide a series of guidelamel
expert input to boil threats down into key focusaw and
suggestions distributed to transportation agenga&s-
mail, fax, and/or web.
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The application of specific security considerations to regionehitectures is relatively new, and
represents a response to the threat environment posed to our rteti@pmfrastructure. The standing
SCAG Regional ITS System Architecture already addresseshmidights relevant standards for
transportation and related systems. However, it is impottamonsider the relationship these and
emerging standards have in light of the application of spes#aurity considerations to the regional
architecture.  This section highlights standards and relatetiderations drawing largely on
documentation prepared for the National ITS Architecture, includingtiONal ITS Architecture
Security,” prepared by the Architecture Development Teany (BQ07) and available for download at:
http://www.iteris.com/itsarch/documents/security/security.pdf

There are two levels at which security standards and patepiplication of these standards should be
considered:

1. Application of confidentiality and data protection stemming fromueed by transportation
systems — While not specifically driven by individual technisi&ndards, the National ITS
Architecture Security documentation does provide some guidaneeeas where data security
and confidentiality may be a concern from a security persgectbystem and data security can
be a function of many factors including network access, netwanlrity, data standards, data
encryption, and many other layers of software and physicarisec The information in this
section seeks to highlight some areas of potentially semsitita, and stakeholders deploying
systems with potential security applications or links to pg@ksecurity applications are asked to
consider both physical and data security in light of potentiatiyeiasing data and access security
issues. In establishing regional data standards for thes dmghlighted in this section,
stakeholders should consider some of the guidance in this sectionh@nNational ITS
Architecture Security documentation.

2. Technical standards which may be of particular interesgint bf security related applications of
transportation systems — Most of these can be applied forajemansportation systems
standards applications, but some are highlighted because @raypseticularly relevant to the
security needs and applications of transportation systems. tdnkere information on each of
the standards is provided for additional reference and updateshoutd be noted that the
standards highlighted here should be considered as a supplement aneépiatement for the
standards discussion in the adopted SCAG Regional ITS Architecture.

The following areas of potential transportation systems deploystentld prompt stakeholders to give
additional consideration to physical and data access secumniyseek to consider security in their
development and application of regional data and interface standards:
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Archived Data Management: sensitive information in the aech@quires significant security
safeguards. In many cases, the critical objectives for dehiévas are data integrity, accuracy and
reliability; archives are used to measure the performahttee transportation system and provide
data to support operations and planning. Archive entries shou&liesved to ensure security is
consistent with the sensitivity of the data.

Commercial Vehicle Administration: handling of personal and bssirsensitive information,
such as financial data, requires high confidentiality to sa@fiehthe information. Additionally,
the information should be available to ensure safe and effiti@msportation of cargo with a
high level of integrity to prevent unauthorized clearance.

Commercial Vehicle Check: handling of personal and businesgigeriaformation requiring
high confidentiality to safeguard the information and support electsmmeening. Additionally,
the information should be available to support safety inspeaioti®lectronic screening for safe
and efficient commercial vehicle checking.

Commercial Vehicle Subsystem: contains screening and skdttyto support roadside electronic
screening. The handling of personal and business sensitive inforr{iattuding cargo) about
the commercial vehicle needs to have a relatively high dedreenfidentiality to safeguard the
information.

Roadway: the Roadway System performs a broad range of roadwagrketenitoring and
control services that have particular security considerattased on implementation. Traffic
signal systems, gates and barriers are safety-crityséd&ms that can directly endanger motorists
if improperly operated. Security services should be establighdd that the systems operated
with very high levels of integrity and availability and s operation degrades in a fail-safe
manner. The information associated with the operation of thesenss is no confidential and
typically does not require special measures to protect it from diselos

Security Monitoring: the subsystem includes surveillance andsensipment used to provide
enhanced security and safety for transportation facilitieafoastructure. Improper operation of
these systems can directly endanger motorists requiring tyeservices to be established such
that these systems operate with very high levels of ityegnd availability and system operation
degrades in a fail-safe manner. The information associatédopiration of these systems is
confidential and typically will need special measures to protérit disclosure.

$

Some key market packages, particularly those related toragrsecurity and surveillance, have greater
potential for security applications, even if they are initiadk primarily deployed for transportation
systems management purposes. Highlighted market packageslated standards are listed below for
reference purposes. This standards information is meant toaseaveupplement to the SCAG Regional
ITS System Architecture and the other regional ITS ardiites, and not as a replacement. Deployment
of systems in these areas should particularly consider theatppt of accepted or open standards in
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order to allow for future security system integration andiegipbn, even if initial deployment of these
systems is specifically for transportation needs only.

ATMSO01 Network Surveillance (Market Package)

Available: http://www.iteris.com/itsarch/html/mp/mpatms01.htm

Traffic images — high fidelity, real-time traffic images suitalolesurveillance monitoring by the operator
or for use in machine vision applications.

NTCIP C2F: Center-to-Field Standards Group
NTCIP 1201: Global Object Definitions
NTCIP 1205: Object Definitions for Closed Circuit Television (CCT34mera Control
NTCIP 1208: Global Definitions for Closed Circuit Television (CCTV) 8hing

Video surveillance control — information used to configure and control videeibance systems
NTCIP C2F: Center-to-Field Standards Group
NTCIP 1201: Global Object Definitions
NTCIP 1205: Object Definitions for Closed Circuit Television (CCT38mera Control
NTCIP 1208: Global Definitions for Closed Circuit Television (CCTV) t8hing

Transit Communications Standards Development Category

Available: http://www.iteris.com/itsarch/html/standard/tigstdscat.htm

Alerts and advisories — assessments, advisories, and &emsdes supporting descriptive detail on
incidents, threats, and vulnerabilities to increase prepassdand support effective response to threats
against the surface transportation system.

Candidate for future standardization
APTSO05 Transit Security (Market Package)

Available: http://www.iteris.com/itsarch/html/mp/mpapts05.htm

Provides for the physical security of transit passenger amsitrvehicle operators using on-board
equipment including surveillance, sensor, and alarms.
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Secure area surveillance control — information used to amefignd control audio and video surveillance
systems used for transportation infrastructure security in secess.

NTCIP C2F: Center-to-Field Standards Group

NTCIP 1201: Global Object Definitions

NTCIP 1205: Object Definitions for Closed Circuit Television (CCT34mera Control
NTCIP 1208: Global Definitions for Closed Circuit Television (CCTV) 8hing

Secure area surveillance data — data collected from dangsl systems used to monitor secure areas.
Includes video, audio, processed surveillance data, equipment operatatoal and alarm indicators
when a thread has been detected.

NTCIP C2F: Center-to-Field Standards Group

NTCIP 1201: Global Object Definitions

NTCIP 1205: Object Definitions for Closed Circuit Television (CCT34mera Control
NTCIP 1208: Global Definitions for Closed Circuit Television (CCTV) 8hing

Incident report — of an identified incident including incident lamattype, severity and other information
necessary to initiate an appropriate incident response

IEEE IM: Incident Management Standards Group
NTCIP C2C: NTCIP Center-to-Center Standards Group
Data Collection and Monitoring Control

Available: http://www.iteris.com/itsarch/html/af/af402.htm

Data collection and monitoring system - information used to comfignd control data collection and
monitoring systems

NTCIP C2F: NTCIP Center-to-Center Standards Group

NTCIP 1201: Global Object Definitions

NTCIP 1204: Object Definitions for Environment Sensor Stations (ESS)
NTCIP 1206: Object Definitions for Data Collection and Monitoring (DdMvices

NTCIP 1209: Data Element Definitions for Transportation Sensor Sg<{EEE)
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Remote Surveillance Control

Available: http://www.iteris.com/itsarch/html/af/af174.htm

Remote surveillance control — commands used to remotely operatberarsenter's sensors or
surveillance equipment so that roadside surveillance assebe cdrared by more than one agency. (For
Traffic Management)

NTCIP C2C: NTCIP Center-to-Center Standards Group

ITE TMDD 2.1: Traffic Management Data Dictionary and Megs&ets for External TMC
Communication (TMDD and MS/ETMCC)
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A discussion on the approach to maintaining the Regional ITSitdctlres is a required element for
each of the documents. The intent of this requirement is to promota|tverig:

Use of the architectures;

Maintenance of Stakeholder dialogue and understanding;
Support for seeking funding;

Support for project implementation;

Progression of regional integration;

Support for updates to the documentation; and

Communication of updates, revisions and changes to the MPO.

Since the history of developing the deployment of ITS in Sout@atifiornia varies greatly from county
to county (reflecting different levels of maturity) it ie be expected that different approaches to
organizing maintenance will also be adopted. This will beifferent with the addition of the security
elements of the architecture. The following is an ovenaéwhe approaches being adopted by the six
counties. It should be noted that while tri-annual updates to coordintatehe RTIP process will be
required by all counties, interim submission of changes are fatilitated. In the final phase of this
Southern California Regional Architecture update projetiaintenance plan will be followed that relies
on the outlined procedures for when changes are made. The inteat iedse procedures be simple,
flexible and easy to follow and allow the architecture documinke modified to reflect both political
and technological developments.

There are two linked efforts in Los Angeles County. Los Angslése only county that at this point has
developed a recognized Regional network for multi-agency, nydtes data exchanges. This is
referred to as the Regional Integration of ITS (RIITS) neétwo The Metropolitan Transportation
Authority (Metro) has established a formal configuration mamege process for the network whose
voting membership is all agencies that contribute source ddthe Los Angeles Regional ITS
Architecture is one of the documents managed by the confignratanagement process and will be
maintained with support from the RIITS administrator whichtégfed by the Metro. In addition, the
County of Los Angeles is developing a very large projededahe Information Exchange Network
(IEN) which when fully deployed will support the exchange of attédaed data across the county. An
interface between the IEN and the RIITS network is path@future vision. The IEN will also create a
configuration management team drawing from all of the particigatiraffic forum members.
Coordination between the two sets of activities will be maiaththrough Metro participating staff. In
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addition, the Metro has adopted a policy that will requirel®B8 projects funded by any source
administered by the Metro to be consistent with the Los AngedgRal ITS Architecture and to utilize
systems engineering and standards as required. The Metro wvéllléed responsibility for forwarding

updated information to SCAG which will include the project sequeniciftgmation required for RTP

updates.

The Inland Empire Regional ITS Architecture was the fobktthe county-level architectures to be
completed. They propose to manage architecture maintenancehttaougland Empire Architecture
Maintenance Team, which includes San Bernardino Associated Gav@Es)mRiverside County
Transportation Commission, SCAG, Caltrans Traffic Operationks @altrans Transportation Planning.
The Maintenance Team will operate by consensus in agreeiagyorhanges that need to be made to the
architecture. They would receive input from the individual codmghnical Advisory Groups (TAGS.)

It is agreed that one lead agency will take responsibdityrfaking physical changes for maintaining the
architecture. All maintenance Stakeholders will be in@dlin decision making regarding changes to the
architecture.

The authors of the architecture document identified the folloappyoach to architecture updates. They
plan on the most significant portions of the architecture beinmtanaed through updates in the

electronic database using TurboArchitecture™. Also the followdaguments would be updated at
regular intervals on an as needed basis:

Project Sequencing;
Operational Concept;
Functional Requirements; and
List of Agency Agreements.

The Inland Empire is committed to updating the architecture ekiezg years to support the RTP process
and ensuring that SCAG receives all necessary documentation.

Ventura County has a very different history of ITS planningeltgment and deployment. The ITS
Deployment Plan, and now their Regional ITS Architecture, islyirlinked to their Congestion

Management Program that is updated every three years. imteit is to maintain and update their
architecture in line with their Congestion Management Progrpdate initiatives. The Ventura County
Transportation Commission (VCTC) takes lead responsibility fiesd activities that include close
coordination with all of the cities, county and Caltrans Stadkieln®. VCTC will take responsibility for

maintaining the project sequencing and forwarding this infoomab SCAG in support of the RTP
process. Any other significant changes to the documentation would also beltaw@SCAG.
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The Imperial County Regional ITS Architecture is the flis$ planning effort in the County and some
ninety Stakeholders have been contacted in its developmentColmty and Cities lack knowledgeable
ITS staff and will need leadership to help maintain the proghedshas been made and support Regional
ITS Architecture maintenance activities. Lack of funding ikely mean that progress is measured and
architectural changes will be few in the early years. inkdaance activities will be simple and will
support RTP updates and local needs. Imperial Valley Associati@@overnments (IVAG) will be
responsible for the maintenance of the document and the stakehotdeM&t will also be responsible
for forwarding updates to SCAG for the tri-annual RTIP processenwequested to do so. The
continuance of the dialogue that has been established will beotgwrirough Stakeholders sharing the
facilitation of meeting opportunities. Continued dialogue will also dopported by groups of
stakeholders proceeding with project development. Caltralhdbeaviavailable to lend their technical
advice when requested. FHWA has volunteered to continue to supporialmpaley Stakeholders
understanding of ITS when requested to do so.

Orange County is a relatively advanced county in terms of ITS deployments hegist has had both a
Traffic Forum and an ITS Management Group that have taken legdesks in ITS development. Both
groups have now lapsed. OCTA lead the development of an IT&dstrétlan update in 2007 which
assembled a large group of stakeholders for the Regiona\ndiitecture update and OCTA is probably
taking the lead to develop an ITS group that meets regularly and provitigeciure guidance.

OCTA has agreed to take responsibility for maintaining the deotation and stakeholder lists and
forwarding updates to SCAG. Caltrans has agreed to continuethvathTS transportation forums
working with the expanded stakeholder base. It is anticipated that thedéeadtiill grow over time and
lead to improved stakeholder coordination in support of the updatecdeatahit

To fulfill the maintenance requirements at the MPO levEIAG should have electronic copies of all of
the county-level Regional ITS Architecture documentation usholg the electronic databases in
TurboArchitecture™. It would be appropriate that these beegast SCAG’s website in .PDF format
and would be available in one location for all Stakeholders isithieounties. SCAG should also keep
on file all significant modifications to the documentation. Onhew major revisions are made to the
individual architectures would electronic replacements for the wdsisetbmitted.

To maintain the Multi-County issues documentation the Stakeholdep ggshould meet regularly to
review progress made on projects and decide at what point doatioentpdates need to be produced.
At a minimum, such updates would be made tri-annually in support of the RTP process.
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SCAG will be responsible for issuing timely notification dietneed for county-level Regional ITS
Architecture updates to support the tri-annual RTP procesgecPeequencing updates and any other
significant updates that the county Stakeholders have made wiltmbedsubmitted to SCAG.

A separate Update and Maintenance Plan for the Southern GaliRegional Architecture was prepared

and relates all maintenance activities for the countyt-lanahitectures to the needs of SCAG as the MPO
including transportation security related matters. The prdoesthe architecture maintenance to be

followed for the Southern California Regional ITS Architeetis set out in this document and should

continue to be maintained.
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Agreements among the different Stakeholder agencies and otgarszare required to implement the
integration described in the Regional ITS Architecture. Adiogr to the FHWA Regional ITS
Architecture Guidance, any agreements (existing or new) relfigireperations, including at a minimum
those affecting ITS projects interoperability, utilization s related standards, and the operation of the
projects identified in the Regional ITS Architecture arguneed by the Rule/Policy. The requirement
however is only to provide a list of agreements and not gheeanents themselves. Experience shows
that it takes an actual project deployment to initiate the agreeprecsss.

The typical process of agreements list development starts dxisting agreements that support sharing
of information, funding, or specific ITS projects. These agredsnare reviewed and assessed to
determine if they can be extended and used to support the doapérgplementation and operation of
ITS. The list of the required agreements was developed bas#tk aegional operational concepts,
knowledge of the types of ITS existing or planned for implentiemtan the county, and the information
that needs to be exchanged in order to operate those systems. dllkd dgteement work, including the
preparation and execution of the identified agreements will derpexd to support ITS projects as they
are implemented in the future.

There is considerable variation between ITS projects armh@rStakeholders regarding the types of
agreements that are created to support ITS integration. Sam®on types of agreements provided by
the Regional ITS Architecture Guidance are shown in Table 11-1.

Table 11-1 — Stakeholder ITS Project Agreement Tyfse

Type of Agreement Description
Handshake Agreement - Early agreement between one or more partners
Not recommended for long-term operations.
Memorandum of - Initial agreement used to provide minimal detail and usually
Understanding (MOU) demonstrating a general consensus.

Used to expand a more detailed agreement like an Interagency
Agreement that may be broad in scope but contains all of the standard
contract clauses required by a specific agency.

May serve as a means to modify a much broader Master Funding
Agreement, allowing the master agreement to cover various ITS
projects throughout the region and the MOUs to specify the scopé and
differences between the projects.

Interagency Agreement - Between public agencies (e.g., transit authorities, cities, countigs| etc.
for operations, services or funding.
Documents responsibility, functions and liability at a minimum.

Intergovernmental - Between governmental agencies (e.g., Agreements between
Agreement universities and State DOT, MPOs, etc.).
Operational Agreement - Between any agency involved in funding, operating, maintaining or

using the right-of-way of another public or private agency.
Identifies respective responsibilities for all activities asged with
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Type of Agreement Description
shared systems being operated and/or maintained.
Funding Agreement - Documents the funding arrangements for ITS projects (and other
projects).

Includes at a minimum standard funding clauses, detailed scope,
services to be performed, detailed project budgets, etc.

Master Agreements - Standard contract and/or legal verbiage for a specific agency and
serving as a master agreement by which all business is done. These
agreements can be found in the legal department of many public
agencies.

Allows states, cities, transit agencies, and other public ageheites t
do business with the same agencies on a regular basis (e.g., citigs and
counties) to have one Master Agreement that uses smaller agreements
(e.g., MOUSs, Scope-of-Work and Budget Modifications, Funding
Agreements, Project Agreements, etc.) to modify or expand the
boundaries of the larger agreement to include more specific langyiage.

Table 11-2 presents the list of agreements for Southerro@uédifregional ITS development. Each entry
identifies the ITS service addressed by the agreemengtékeholders involved, the type of agreement
anticipated, high-level status (near-term or long-term), and assodescription of the purpose of the
agreement. Another column can be added to the table in the futmetcany issues or barriers in
agreement execution during the architecture maintenance cycle.

Table 11-2 - Regional List of Agreements

ITS Service Stakeholder AType of Status Agreement Description
greement
. Specifies interface requirement,
M_ultl_ Caltrans Caltrans Districts MOU Long responsibilities, and functions for all
Districts Interfaces Term R o
participating Caltrans districts
Arterial Traffic . Interagency Near SpeC|f|e§ !r?t_erface requwe_ment,
Jurisdictions responsibilities, and functions for all
Control Interfaces Agreement Term S . ) e
participating and neighboring cities
Data Archive System| Regional F,artnersInteragency Near SpeC|f|e§ data_source, access control,
Agreement Term and configuration requirement
Provides the guidelines of the
Emergency integration of emergency
Interagency . .
Management / Reai Long management system, including the
. . . egional Partners | Agreement/or o
Security Region Wideg MOU Term roles and responsibilities of each
Integration agency as well as the functions
required for each of their systems
Multi-agency Video Speqlﬁes interface & configuration
. . Interagency Long requirements, functions, data
Sharing and Regional Partners
L9 Agreement Term sources, and access control for all
Distribution U .
participating agencies
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Type of

ITS Service Stakeholder Status Agreement Description
Agreement
Multi Transportation Interagenc Lon Specifies interface requirement,
Agency Regional Regional Partners gency 9 responsibilities, and functions for all
Agreement Term L X
Interfaces participating agencies
Interstatg DOT Caltrans, NDOT, Interagency Near Specme_s !r]t.erface requwgment,
Information Agreement/or responsibilities, and functions for all
AZDOT Term L X
Exchange MOU participating agencies
Traffic Management Specifies interface requirement,
Center and EMC TMC and EMC Interagency Long responsibilities, and functions for all
c A operators Agreement Term P -
ommunications participating agencies
Ports, Law
Common Format Enforcement, e .
. Interagency Specifies interface requirement,
Hazardous or High | Emergency Long oo i
S . Agreement/or responsibilities, and functions for all
Priority Vehicle Responders, Term R X
; - MOU participating agencies
Tracking Commercial
Vehicle Operators
Emergency Transit Agencies, Interagenc Near Specifies interface requirement,
Notification of EMC’s, TMC gency responsibilities, and functions for all
. Agreement Term L X
Transit Operators Operators participating agencies
Provides the guidelines of the
Regional Centralized Interagency integration of emergency
. . Near .
Information Regional Partners | Agreement/or Term management planning and resourcgs,
Clearinghouse MOU including the roles and
responsibilities of each agency
UP, BNSF, Interagenc Specifies interface requirement
Rail Location and EMC'’s, gency Near P I quire '
e Agreement/or responsibilities, and functions for all
Notification Emergency Term L -
MOU participating agencies
Responders
Security Threat and Interagency _Prowde_s the gwdel!nes of the
. . Near integration of security threat and
Guidance Regional Partners | Agreement ; . .
. Term guidance system, including the roles
Clearinghouse /MOU o
and responsibilities of each agency
Interagenc Specifies interface requirement,
Ports Traffic I-5 JPA, Ports, gency Near responsibilities, and functions for all
; Agreement R : )
Information Gateway COG IMOU Term participating and neighboring

agencies
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